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Terms and Acronyms

The following table defines acronyms used in this deployment guide. When applicable, a Request for Change (RFC) is
included in the Definition column for your reference.

Acronym Definition

CA Central Authority (Zscaler)

CPU Central Processing Unit

CcSsv Comma-Separated Values

DLP Data Loss Prevention

DNS Domain Name Service

DPD Dead Peer Detection (RFC 3706)
GRE Generic Routing Encapsulation (RFC2890)
laC Infrastructure as Code

ICMP Internet Control Message Protocol
|dP Identity Provider

IKE Internet Key Exchange (RFC2409)
IPS Intrusion Prevention System

IPSec Internet Protocol Security (RFC2417)
MTR My Traceroute

Paa$S Platform as a Service

PFS Perfect Forward Secrecy

POV Proof of Value

PSK Pre-Share Key

SaaS Software as a Service

SAML Security Assertion Markup Language
SSL Secure Socket Layer (RFC6101)

SSO Single Sign-On

TLS Transport Layer Security

VDI Virtual Desktop Infrastructure

XFF X-Forwarded-For (RFC7239)

ZCP Zscaler Cloud Protection (Zscaler)
ZCSPM Zscaler Cloud Secure Posture Management (Zscaler)
ZDX Zscaler Digital Experience (Zscaler)
ZIA Zscaler Internet Access (Zscaler)
ZPA Zscaler Private Access (Zscaler)
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About This Document

The following sections describe the Zscaler and partner companies and software covered in this deployment guide.

Zscaler Overview

Zscaler (Nasdag: ZS) enables the world's leading organizations to securely transform their networks and applications for a
mobile and cloud-first world. Its flagship Zscaler Internet Access (ZIA) and Zscaler Private Access (ZPA) services create fast,
secure connections between users and applications, regardless of device, location, or network. Zscaler delivers its services
100% in the cloud and offers the simplicity, enhanced security, and improved user experience that traditional appliances
or hybrid solutions can't match. Used in more than 185 countries, Zscaler operates a massive, global cloud security
platform that protects thousands of enterprises and government agencies from cyberattacks and data loss. To learn more,
see Zscaler's website or follow Zscaler on Twitter @zscaler.

ServiceNow Overview

ServiceNow, Inc. (NYSE: NOW) is an American software company based in Santa Clara, California that develops a cloud
computing platform to help companies manage digital workflows for enterprise operations. ServiceNow is a Platform as
a Service (PaaS) provider, providing technical management support, such as IT service management, to the IT operations
of large corporations, including providing help desk functionality. The company’s core business revolves around
management of “incident, problem, and change” IT operational events. ServiceNow was founded in 2004.

To learn more, refer to ServiceNow's website or follow them on Twitter @servicenow.

Audience

This guide is for network administrators, endpoint and IT administrators, and security analysts responsible for deploying,
monitoring, and managing enterprise security systems.

Software Versions

This document was authored using ZIA ServiceNow production releases. A ServiceNow developer account was created
to verify the features were enabled and used as examples.

Create a ServiceNow Developer Account.

Request for Comments

For prospects and customers: Zscaler values reader opinions and experiences. Contact partner-doc-support@
zscaler.com to offer feedback or corrections for this guide.

For Zscaler employees: Contact z-bd-sa@zscaler.com to reach the team that validated and authored the
integrations in this document.

©2022 Zscaler, Inc. All rights reserved. 7
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Zscaler and ServiceNow Introduction

The following are overviews of the Zscaler and ServiceNow applications described in this deployment guide.

If you are using this guide to implement a solution at a government agency, some of the content might be
different for your deployment. Efforts are made throughout the guide to note where government agencies might
need different parameters or input. If you have questions, please contact your Zscaler Account team.

ZIA Overview
ZIA is a secure internet and web gateway delivered as a service from the cloud. Think of it as a secure internet onramp—
all you do is make Zscaler your next hop to the internet via one of the following methods:
Setting up a tunnel (GRE or IPSec) to the closest Zscaler data center (for offices)
Forwarding traffic via the lightweight Zscaler Client Connector or PAC file (for mobile employees)
No matter where users connect—a coffee shop in Milan, a hotel in Hong Kong, or a VDI instance in South Korea—they get

identical protection. ZIA sits between your users and the internet and inspects every transaction inline across multiple
security techniques (even within SSL).

You get full protection from web and internet threats. The Zscaler cloud platform supports Cloud Firewall, IPS,
Sandboxing, DLP, and Browser Isolation, allowing you to start with the services you need now and activate others as your
needs grow.

ZPA Overview

ZPA is a cloud service that provides secure remote access to internal applications running on a cloud or data center using
a Zero Trust framework. With ZPA, applications are never exposed to the internet, making them completely invisible

to unauthorized users. The service enables the applications to connect to users via inside-out connectivity rather than
extending the network to them.

ZPA provides a simple, secure, and effective way to access internal applications. Access is based on policies created by
the IT administrator within the ZPA Admin Portal and hosted within the Zscaler cloud. On each user device, software
called Zscaler Client Connector is installed. Zscaler Client Connector ensures the user’s device posture and extends a
secure microtunnel out to the Zscaler cloud when a user attempts to access an internal application.

Zscaler Resources

The following table contains links to Zscaler resources based on general topic areas.

ZIA Help Portal Help articles for ZIA.
ZDX Help Portal Help articles on ZDX.
Zscaler Tools Troubleshooting, security and analytics, and browser extensions that help

Zscaler determine your security needs.

Zscaler Training and Certification Training designed to help you maximize Zscaler products.

©2022 Zscaler, Inc. All rights reserved. 8
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Name and Link Description

Submit a Zscaler Support Ticket Zscaler Support portal for submitting requests and issues.

The following table contains links to Zscaler resources for government agencies.

Name and Link Description

ZIA Help Portal Help articles for ZIA.

ZDX Help Portal Help articles on ZDX.

Zscaler Tools Troubleshooting, security and analytics, and browser extensions that help

Zscaler determine your security needs.

Zscaler Training and Certification Training designed to help you maximize Zscaler products.

Submit a Zscaler Support Ticket Zscaler Support portal for submitting requests and issues.

ServiceNow Platform
ServiceNow bridges the gap between IT, business objectives, employees, customers, and data—automating complex

workflows, enhancing experiences, and driving operational excellence throughout entire processes.

With a comprehensive set of products and solutions tailored to meet the needs of organizations across a wide range of
industries, ServiceNow is the ideal choice for any company interested in improving its operations to drive growth and
reduce costs. Because after all, IT is central to modern business; give it the support, direction, and power it needs to take
your business further, with ServiceNow.

ServiceNow Resources

The following table contains links to ServiceNow support resources.

Name and Link Description

About ServiceNow ServiceNow company description.

ServiceNow Developer Program Website for creating a ServiceNow developer account.
ServiceNow Product Online documentation for the ServiceNow platform.

Documentation

ServiceNow Community ServiceNow online community portal.

ServiceNow Support Online support for the ServiceNow platform.
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Zscaler Data Protection and Digital Experience for ServiceNow.com

ServiceNow is one of the industry leaders that defined the utility of the cloud, including the advantages a SaaS
application and the cloud itself can provide to an enterprise. SaaS services are popular because of the collaboration,
ease of use, and ease of sharing they enable globally. ServiceNow.com is still one of the industry leaders. The downside
of this ease of access and sharing is that they can present risk based on the client’s environment. It is impossible to train
every employee to always use safety best practices with SaaS applications, and that can lead to costly mistakes for

the organization. Risk associated with accidental data exposure, malicious intent, and compliance violations can force
companies to restrict or prevent use of these business tools.

-

Secured ‘/ Monitoring
and | and
Controlled Visibility
Access

-

Figure 1. Zscaler solutions for ServiceNow

Another challenge faced by organizations migrating to cloud services in today’s environment has been monitoring the
user experience for the SaaS application. Especially in today’s work from anywhere corporate infrastructures. Zscaler
provides a complete ServiceNow solution using ZIA for security of ServiceNow and Zscaler Digital Experience (ZDX) for
user experience.

ZIA provides ServiceNow Saa$ security by using access control, identity control, Zscaler Cloud Secure Posture
Management (ZCSPM), and Saa$S Security APl to scan the ServiceNow attachments for malicious content and DLP. ZIA also
provides complete security for clients whether they are in the corporate office or their home office.

The ZDX service provides user-specific experience monitoring and visibility to the ServiceNow service to help
organizations address any user experience concerns or challenges. ZDX has preconfigured monitors for ServiceNow that
provide performance monitoring and measurements from the users’ device running the Zscaler Client Connector. These
monitors provide detailed information on the user’s device, the network path to ServiceNow, and the ServiceNow Saa$S
performance itself. This information is invaluable to operations when a user is experiencing issues with ServiceNow and
provides visibility to every corner of the internet.

©2022 Zscaler, Inc. All rights reserved. 10
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Both ZIA SaaS Security and ZDX monitoring operate as separate standalone services and are not dependent on one or
the other. However, the two services working together provide a comprehensive solution for both security and operations
of ServiceNow'’s SaaS CRM service.

This guide covers the following ZIA features for ServiceNow security, and the ZDX for ServiceNow performance visibility.

Saa$S Identity Proxy

Cloud Browser Isolation

SaaS Security Data Loss Protection and Malware Detection
Cloud Application Access Control

ZDX for ServiceNow

ZCSPM ServiceNow Incident Creation

ZIA SaaS Identity Proxy

You can configure the Zscaler service as an identity proxy for ServiceNow. This Zscaler feature forces users to authenticate
and access ServiceNow only through the Zscaler ZIA security cloud. This provides security, inspection of traffic, and
controlled access of all users of your organization ServiceNow tenant.

Zscaler Internet Access
Identity Proxy

@ e EEE——

Access Only Through Zscaler Cloud Using Zscaler Client Connector

Figure 2. ZIA identity proxy

When users try to access ServiceNow with their corporate accounts without going through the Zscaler service, they
receive a pop-up screen asking them to log in via Zscaler. Security Assertions Markup Language (SAML), the identity
provider (IdP) that is defined on Zscaler for the ZIA service, and the ServiceNow single sign-on (SSO) configuration control
the process and forward authorization requests to Zscaler. After the user’s identity is verified, their traffic to and from
ServiceNow is secured and the user and the ServiceNow data is inspected using ZIA.

ZIA sits between your users and ServiceNow, inspecting every byte of traffic inline across multiple security techniques,
even within Secure Sockets Layer (SSL). You get full protection from web and internet threats. With a cloud platform that
supports Cloud Firewall, Cloud intrusion prevention system (IPS), Cloud Sandbox, Cloud DLP, and Cloud Browser Isolation,
you can start with the services you need today and activate others as your needs grow.

©2022 Zscaler, Inc. All rights reserved. 11



ZSCALER AND SERVICENOW DEPLOYMENT GUIDE |

ZIA Browser Isolation

Most new threats that target organizations are now browser-based. As a result, organizations are left struggling to
keep these threats from reaching endpoint devices and preventing sensitive data from leaking out, while providing
unobstructed internet access for users.

Zscaler Internet Access

Browser Isolation

e "0

Zscaler Cloud Browser Isolation provides safe access to active web content for your users by rendering browser content
in an isolated environment, and by minimizing the browser attack surface. Sensitive information is protected from web-
based malware and data exfiltration.

Figure 3. ZIA Cloud Browser Isolation in use with ServiceNow

By defining granular policies based on user group or department, you can effectively protect endpoint devices and
prevent confidential data exposure from business-critical applications by managing user activity within the isolation
environment enabling viewing in ServiceNow while preventing the downloading and cutting-and-pasting of confidential
business data.

Cloud Browser Isolation can be combined with Identity Proxy to provide extra security to ServiceNow users by assuring
the identity of the user, guaranteeing the users traffic is scanned and secured with the ZIA security features.

©2022 Zscaler, Inc. All rights reserved. 12
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ZIA Data Loss Protection and Malware Detection for ServiceNow

The Zscaler SaaS Security APl is a feature set that is part of the ZIA security cloud and is designed specifically to help
manage the risks of the file collaboration SaaS partners, preventing data exposure and ensuring compliance across the
SaaS application.

Zscaler Internet Access

SaaS Security Services

F 3
v

SaaS Security API

- |

Figure 4. ZIA SaaS security in use with ServiceNow

The Zscaler SaaS Security enables organizations to securely adopt and govern the use of multiple SaaS applications. It
provides real-time visibility and controls access and user activity across sanctioned and unsanctioned applications. The
fully integrated platform eliminates overlay architectures and simplifies policy creation and administration, ensuring data
is protected and compliance is maintained.

What Makes Zscaler's SaaS Security Unique?

Data exposure reporting and remediation. Zscaler SaaS Security checks SaaS applications and cloud providers'
configurations and compares them to industry and organizational benchmarks to report on violations and automate
remediation.

Threat identification and remediation. Zscaler SaaS Security checks SaaS applications for hidden threats being
exchanged and prevents their propagation.

Compliance assurance. Zscaler Saa$S Security provides compliance visibility across SaaS and cloud providers and can
mitigate violations automatically.

Part of a larger data protection platform. The ZCSPM provides unified data protection with DLP, and malware
scanning capabilities for internet, data center, and SaaS applications, and ensures that public cloud applications

are configured to prevent data exposure and maintain compliance. Zscaler also offers ZPA for Zero Trust access

to internal applications, ZDX for active monitoring of users’ experience to SaaS applications, and Zscaler Cloud
Protection (ZCP). Zscaler provides end-to-end connectivity, security, and visibility from any location on-premises or
remote.

For more information, see the resources in Zscaler Resources.

©2022 Zscaler, Inc. All rights reserved. 13
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ZIA Cloud Application Control

The ZIA security cloud is a fully integrated cloud-based security stack that sits in line between users and the internet,
inspecting all traffic, including SSL, flowing between them. As part of the platform, Zscaler Cloud Application Control
delivers full visibility into application usage, and granular policies ensure the proper use of both sanctioned and
unsanctioned applications.

Zscaler Internet Access

Cloud Application Control

| A~

o

Access Blocked by User, Group, Location, Department

Figure 5. Cloud App Control

Cloud App Control provides SaaS application intelligence to consolidate all associated URLs and provides functions of an
application in a single security setting. This allows you to control specific user, groups, locations, or departments, and only
allow the required users access to the application.

©2022 Zscaler, Inc. All rights reserved. 14
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ZDX for the ServiceNow User Experience

With ZDX, you can easily monitor your users’ digital experiences. ZDX provides visibility across the complete user-to-
cloud app experience and quickly isolates issues. ZDX provides you with innovative and unprecedented end-to-end
visibility, regardless of network or location.

Zscaler Digital Exchange
User Experience Monitoring

i <+ >

O —

M I - ® B

D L]
Private IP: 10.1.1.254 (Gateway) WAN Q

Public IP: 98.198.16.223

Figure 6. ZDX in use with ServiceNow

What makes the ZDX unique?

End-user device performance. Gather and analyze data on end-user device resources that impact the end-user
experience.

Cloud path performance. Measure and analyze end-to-end and hop-by-hop network path metrics from every user
device to the cloud application.

Application performance. Continuously monitor and measure application metrics, such as response time, DNS
resolution, and broader availability metrics of the application.

ZDX scoring. Monitor aggregated user experience performance scores tracked over time at the user, application,
location, department, and organizational level.

For more information, see the resources in Zscaler Resources.

©2022 Zscaler, Inc. All rights reserved. 15
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ZPC and ServiceNow Incident Creation

Zscaler Posture Control (ZPC) integrates with ticketing systems to automatically log incidents when misconfigurations or
compliance violations are discovered. These violations and misconfigurations can be related to cloud environments such
as AWS, Azure, GCP, and Infrastructure as Code (laC) events. ZPC integrates with incident management (ticketing) tools
such as ServiceNow to automate the incident creation and expedite resolution.

Zscaler Posture Control
Incident Creation

Incident, Problem,

Problem Task g
Creation [
ﬁ 7

| [
Py ™

Figure 7. Zscaler Posture Control
The process to configure the integration includes:

Create a ServiceNow user account with “Web Service Only” capability to open incidents in the SNOW platform.
Configure ZPC Incident Management for ServiceNow integration.
Create a ZPC Notification Rule.

Verify ServiceNow Incidents tickets for ServiceNow admins.

©2022 Zscaler, Inc. All rights reserved. 16
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Configure the SaaS Identity Proxy

Log into the Zscaler tenant with administrator credentials.

(@& () @ admin.zscalerthree.net

LOGIN ID PASSWORD
(Q zscaler [ W | oo Al 5o |
_] Remember my Login ID & English (US) ~

New Features Available

Your cloud was upgraded and a variety of
new features and enhancements are now
available to you.

Learn More

Curated resources Gartner
for transformational ClOs Zscaler SASE at a Glance °

ZTNA and Enabling the

rk From Anywhere ality

Explore Now Learn More

Figure 8. Configure the SaaS$ identity proxy
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Configure the ZIA Admin Portal for the Saa$S ldentity Proxy

To configure Zscaler for the SaaS Identity Proxy:

—_

Go to Administration > Identity Proxy Settings.

Select Add Cloud Application.

In the configuration wizard that displays, give the cloud application a Name.

Click Enable.

Select ServiceNow for Cloud Application.

Set the ACS URL to https://your-servicenow-instance.service-now.com/navpage.do.
Set the Entity ID to https://your-servicenow-instance.service-now.com.

Select the SAML_2022 or Later signing certificate.

0O O N O U WwN

Select Pass-through Zscaler Identity for the Identity Transformation.
10. Click Save.

Edit Cloud Application

CLOUD APPLICATION

MName Status

l ServiceNaow I © Enable Disable

Cloud Application ACS URL

ServiceMNow [ nttps://dev73413 service-now.com/navpage. ]

Entity ID

I hitps://dev7 3413 service-now.com

IDENTITY PROXY SETTINGS

Response Signing SAML Certificate SAML Certificate Expiration Date
. I Movember 16, 2022

I sami_2022

IDENTITY TRANSFORMATION RULES

Identity Transformation

© Pass-through Zscaler Identity Change Domain to Remove Domain Name

GROUP

Pass-on Group Details Group Identifier Name

© Enable Disable |
m "

Figure 9. Configure the Saa$S identity proxy settings
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Complete SaaS$ Identity Proxy
This is the completed identity proxy configuration on the Zscaler tenant. Copy and save the Identity Proxy URL and the
Issuer Entity ID for later in the ServiceNow configuration. Download and save the Signing Certificate:

1. Copy and save the ldentity Proxy URL.

2. Copy and save the Issuer Entity ID.

3. Download and save the Signing Certificate.

Identity Proxy Settings

o Add Cloud Application earch 0.
- - - -
Dashboard Neo. Cloud Applications Status Setting Certificate 2
|l ServiceNow 20
Analytics Cloud Applicatior dentity Proxy URL
ServiceNow https://idp.zscalerbata.net/samlsso/HxnBcPIITTIZIL7vi...
. https://dev73413.service-now.com/... HxnBePNTRTIZILTVIT?Vkg+QbmIjKOFABTIHg Itk 26skdgf...
Palicy R CUOCT FRindir D
HTTP-POST
o User Identifier
-l:inin'sl?vlinn NamelD
@ saml._?D?? o
Activation
5 v

Figure 10. The completed identity proxy
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Configure ServiceNow to Use the Identity Proxy

The following steps are based on procedures documented on the ServiceNow website. Log into the ServiceNow tenant
with administrator credentials.

servicennw Service Management @ System Administrator ~ Q @ @

Filter navigator

~ App Engine Studio

Homepage
Business Applications Build apps fast.

Dashboards 5
Build low-code apps quickly. Create from scratch or templates. Safely scale
cross-enterprise experiences that users love

All on one platform.

Service Catalog
Knowledpe
Visual Task Boards Get Started
Connect Chat

Incidents

Watched Incidents

My Requests

Requested ltems

Watched Requested items

My Connected Apps

My Profile
@

Figure 11. Configure ServiceNow to use the identity proxy
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Install the ServiceNow Plugins

In the ServiceNow plugins page:

1. In the Filter Navigator search for system app.

2. Select All Available Applications.
3. Select All to display all available plugins.
4. Filter formultiple provider.
5. Click Install for the Integration — Multiple Provider Single Sign-On Enhanced Ul.
6. Click Activate.
Servicenow senie Management e System Administrator > O, (F (?) 3
system app All Applications (o ﬁ Find in Store Request Plugin
= +r __ FILTERS Il Q, multiple provider | l
e ¥ Listing type .
System Applications .
Applications 2 results for "multiple provider” Sorthy  A-Z v
Getting Started ServiceNow Products
Studio
¥ Obtaine Ilntegration - Multiple Provider Single Sign-On Enhanced Ul I
¥ All Available Applications Instzied
Not Installed
Al Installed
Updates
Available To Obtain From Store Customized a
ServiceNow Products ¥ Price
My Company Applications s " "
Paid Ilnlegralion - Multiple Provider Single Sign-On Installer I

T ——

My Application Import History
¥ Ucense Statu
SHORSS o The multiple provider single sign-on plugin enables Installed

Application Cross-Scope Access
pplication Cross-Scope Acce Subscription nat required organizations to authenticate against multiple 1DPs

Application Restricted Caller Ac.. Subscribed Id: com.snc.integration.sso.mul

Subscription unknown

Application Design Access

¥ Product family

Figure 12. Configure the ServiceNow plugins

Both the Multiple Provider Single Sign-On Enhanced Ul and the Multiple Provider Single Sign-On Enhanced plugins are
installed, which you must configure for the Zscaler identity proxy.
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Configure the SaaS Identity Proxy

Next, configure the Saa$S identity proxy:

1. Search formulti in the Filter Navigator.

Select Administration under Multi-Provider SSO.

Select Properties to display the Customization Properties for Multiple Provider SSO page.
Select Yes to enable multiple provider SSO.

Select Yes to enable Auto Importing of users from all identity providers into the user table.
Select Yes to enable debug logging for the multiple provider SSO integration.

Click Save.

N oo s W N

SerVicenﬁw Service Management @ System Administrator = Q, () G‘j o8

Multiple Provider S50 Properties m

Customization Properties for Multiple Provider S5O
Multi-Provider S50

Getting Started Enable multiple provider 550 (3)

e | No

Identity Providers

Enable Auto Importing of users from all identity previders into the user table (@)

Federations

W Administration
Enable debug logging for the multiple provider S50 integration (%)

The field on the user table that identifies a user accessing the “User identification” logln page. By default, it uses the ‘user_name® field. (3)

Properties

*509 Certificate

Installatien Exits |

Single Sign-0n Scripts

O

Configuration Gj

Multisource Report Builder

Figure 13. Enable multiple provider SSO
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Add Zscaler as an Identity Provider

The next step is to add the Zscaler identity proxy as an identity provider:

1. Select Identity Providers in the configuration pane.

2. Select New.

ServiCenoWw service Management @ System Administrator + O (¥ (%) 8¢
multi = | Identity Providers m Search | Name ¥ | Search 1 to2of2
— - ] 5
= ( ) [v—l 0 All
o2 Q, = Name & = Active = Eexternal logout redirect = single Sign-On Script = Default = Auto Redirect IdP
Multi-Provider 550
Search Search Search Search Search Search
Getting Started
-~ Digested . "
(LJ Token false external_logout_completedo  MultiSSO DigestedToken false false
Identity Providers —
- SAML2 5
- i | ! ! MultizS0v2 SAML2 custom
e (lj Undatel false external_logout_complete.do alse false
W Administration Actions on selected rows. ~ 1 wof2
Properties G}

¥509 Certificate

Installation Exits

Single Sign-On Scripts

Configuration

Figure 14. Create the Zscaler Identity Provider

3. In the ServiceNow ldentity Providers section, select SAML.

servicennw serice Management

Identity Providers

® <

. . -
& ® What kind of SSO are you trying to create?
Digest
Multi-Provider SSO I SAML

OpenlD Connect

Getting Started
Figure 15. Select SAML SSO
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Configure the Identity Provider

Use values that you created in the Zscaler tenant to configure the identity provider in ServiceNow:

—_

In the Identity Provider New Record window, give the template a Name.

In the Identity Provider URL field, paste in the Issuer Entity Id from the Zscaler config.

In the Identity Provider’s AuthnRequest URL field, paste in the Identity Proxy URL.

For the ServiceNow Homepage URL, enter your ServiceNow Instance/navpage.do.

For the Entity ID / Issuer, and for the Audience URI, enter your ServiceNow Instance.
For the NamelD Policy, enter urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified.
Select the Advanced Tab.

For the Single Sign-On Script, search and select the MultiSSOv2_SAML2_custom Script.

0O O N O U WwN

Select Force AuthnRequest.
10. Click Submit.

x Mami Tt ilipe ] Kelivi
Do faalt Autn Riedirect 1P
¥ Idenkay Provider [ N B SW pd T UK UWE T 6T hE YU L U G TG G na PoDeT KV o6 Ty e = I
URL

3 Mdentity [ hittges{ Nidp rachoud ret samlsso Han BISIMWD pd DhEH u NPT BET hE YUL s+ VU Toul DOCAGipna e OPERIVIBS Hinyh v W50 i
Prosddes's
AuthnRequest

kdemiity Prosides's

Lmglelopot Begueil

H Serviceblow | hittgec/ Fascalerbdbeas, senvice-now com/navpage.do

Homepage

A Enkity D | lnsuer [ ity i b i T, S 0. COVM

— ]

0 Audience LRI [ it Fiscaberisdtesss service-now.com
* Ramal [ Pedicy [ W Das RamE 0 SAML L L Rnamed IR ETES TR ] T
Tagsreal logoul fedirect edernal logeut complele do
Fahed Regs remenk
Regirect
Encryphion And Hgning  User Prowiskening
Usier Fleld wmail Sheggle Sign O Soript I MBS0 SAMLY cuslom I (=
KamelD Atirkaube Lhock Shore b
Creats w Frotacol H.'.!llll;l:.' T O EA navmars 0 BAML ] Irbindngy M
AuthnContet{lsg il 108y

Autin Reguest
MamhnConbenClass@el  wrnooasanamesto ALY acclisses

Method Fronoood Binding o wrmoddrih naeses A0 SUML: L D bindings H
e IDF"s
Fed At Rl SinglelopouiRegees
|5 Pastive P Mitadats Uik
RuthrRequest?

Figure 16. Configure the identity provider
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Add the Identity Provider Certificate and Additional Settings

Return to the Identity Provider to finish the configuration, test the IdP, and to activate it:

1. Select the Zscaler |dentity Provider.

ServiCennw service Management @ Syste
multi =  Identity Providers m Search  Auto Redirect IdP v | [search
vy
i All
O\ = Name = Active = External logout redirect = Single Sign-On Script
Multi-Provider 550
Search Search Search Search
Getting Started
@ true external_logout_complete.do  MultiSS0v2 SAML2 custom
Identity Providers
Actions on selected rows... hd

Federations

W Administration

Properties

x509 Certificate

Installation Exits

Single Sign-On Scripts

Configuration

Multisource Report Builder

Multi-factor Authentication

Figure 17. Select the Zscaler identity provider

2. The option to add the Zscaler certificate becomes available at the bottom of the configuration screen. To configure
and add the certificate, select New.

Related Links
User Multi-factor Setup

Properties

System Import Sets

[
§
s
.

¥ Advanced

Multl Impart Sets

System Web Services

Figure 18. Add the signing certificate
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3. To add the certificate is a manual process:

a. Name the certificate.

b. Open the certificate file from Zscaler and copy the entire contents.
c. Paste the contents into the PEM Certificate field.

d. Click Submit.

= X509 Certificate -—
¢ = Newrecord & = e submi

¥ Name I?w.\ er I Format  PEM ~
Multi-Provider 5 Expiration notification Typt  Trust Store Cent ~
ng Started H Notify on & it System Administrator Vabd from
expiration
Expires
sk Wam indaysto 0
expire

Expires in days

Active +

Short description

Issuer
Subject
Single &
Configuration
PEM Certificate BEGIN CERTIFICATE
Multisour MIHC2CCBIOgAWI BARIQAd40alyR S5« ME ZgNH ITNR TANBEhghinGIwOBAQ S FADBwM Qv QYDVQQGE w VU ZEVMBMGA ] VEChMMRGInAUNIcn
QESWS|MRIowFwYDVOQLExB3d 3cul GlnaWIcnQuY 29eM SEw L QYIVQQDE ZEsWdpQ) ICBTSEEVIE N Z2egQUN2dX IhDmNI enZiciBDQTA
F WOy MOASM T DA wAd 8.0 e Ory M E M T Mot MO BLAMH s xC LA BENVBAYTANT MAMwE GOV YW iy InM RE w WY DVOQHE
Multi-factor Authentication " v " Gl A
whTYWagSmarZ TEWMBOGALUEChMNWANIYWalchwg SWSILJE QMASGAL UECxMHWRNYW DGV YmVIYSSuZX

QuRgEIMALGC 1BI0QEBAQUAMIBIWAWELE KASI BAQC MGrnQptE 662 FWMLUm
Multi-factor C CugbuANYISXNIATZIdRTE Hivdbw(ie Pac 0/ TNIREEEUEIE M/ 41X whPC 2 mn2r6L KE 2068
WELW]CnerwnDQImUeTZaulDo JdPEXSE0AN Dy TV wya TaoF habMCabC nLedCMelmXR JorgZ 3e Jua LIiKWheBoL HROSQN L OBDEYAF nkl
bpexa ToRBQuOTBImeE TAXVIT IVEdSgS1 Tul BAS/ anSSUGTovd S IAgMBAAGIEEOUMNDKDATBENVH SME GDAWEBRRAP Qrvikd TIMIWVKYgI SuFl
FORAABENVHOAEF EOUIM/0UGH D3I KW KRS TI0IwRAYDVRORBOOWCA IRISECINREGNY FmVETS SuZXSC D 3oV 2FsZX X RALmSIdIVEG
naW4uenN YWalom JIEGE ub MALGA L L DwE B wQEAwIF o DAIBENYHSUEF AL Bgrigt F BOOAYINWYBAQUHAW wa(YDVROMBG4whiDA
DoDKgMIYUAHROC DovLINybOMUZGInaWNICNQuY 29tL INoY SELC IVyd iy LINC 2L mNyDOADODK gM IYus HROC Dovl 2NybDO, WNICNQu
Pro YIRUINOYTILAGE e IWydmWLWC L mNybDBMBENVHSAE RT BOM D GOWC G SAGG WwBATAQMC gGLCsGAQUF BwiBF huodHRwe rovl 3d 3dySka
Lin WdpY2VydCS{b20vQ L BTMAZGBme BOAE CAICBEwYIKwYBBQUHAQEE A8 1 MCOGLC Y BhhhodHftwOiBvh Mo CSkaWdpYZvydC5ib20

Multi factor Browser Fingerprints

User Multi-factor Setup

WTYINWYBAQUHMAKGOWHOSHASLY N YWNICnRILMRRZ I DU0LMMVESIESWApQIVyaF WIQT) X SN OEUYLIOM

System Import Sets AWGALUDEwE B/ wQUMAAWEEF + BrorBgf EAIZSARQUBIBLESCAWOBIABIACIS 1 ULd SiwiXcef AAABE ByoCA
AAAQDAE cwRQIfb Jim Faq)E DIPCIHLMIGWZPac, ToD6rio 11 E 4L KA IIDING PGveoy+ 15 3nnSamBN SubgveynR GwBZAE HiyrHPlk

¥ Advanced IKEMahORICH L SOMYsbA+yrSado8. Bilgh JAAARE SunS0AMQ DAE cwRQIEMISnMwyE + Fav+ HGlgmA0LWLGEpRC Qhv Zilevg 1 G- COACIQCKDH L reé
dLAZnaPwQ/SrApd2PRwBEAMKOzIc+LIMIVABIAE alvet | + pEgMLWIIWNOSI0RLE WirSvow) m 1 MAAABC /S0GA AAADDAE cwiQIhALADA

Mult] Import Sets A/MELSV/EZPTQML|/RET4{1 RiucyntesHQ TNOIMAIBLAxKICJLSVEheF6m 1 4L RoleM o4 TunNALLE ANBEGhKIGIWOBAQLFAMDCAQEAGE DL

CprRga2eng
GwsHmK,

PLFqy

Wis 390QygS0cIN+ TNTVEAF 6/ DowdvE » +5L1q T AN +ALZI9nposEAVOLIM RV KLU
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Figure 19. Configure the identity provider certificate

The certificate is one continuous line. Remove any carriage returns.
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4. To configure additional identity provider certificate settings:

a. Select Default.
b. Select Set as Auto Redirect IdP.

c. Select Test.

This opens a test window and displays the Authentication screen from the IdP that is configured on Zscaler. If
Okta or Azure AD are set as the IdP, you get an authentication prompt. If successful, you can activate the identity
provider. You might be able to activate the identity proxy without seeing the following screen, or you might need
to activate it on the test screen.

e L =

=i F S e Uptm GeermeMencas  Tettomeson  Dmcww A
% Name ke Activw

% identity Provider  HamBCPLLTATIDLTViTTVIG-QbmaRDASTTH 2 EsieghvG o grT COfERIASBS DR WL BQlp S, Svic=

T/ 18P E5CalRrbeta.ret Saemissa HanScP L LT T T TV QmayKOtAS THHG IS SABA G oo TLDRRIASSS DL WL Bl D SR 4 Vi=

Federations

¥ Administration dentity Prowider's  hetp//logoet z3caier.net
SingleLogoutiequest

3 ServiceNow  hEtps:/evTILY service-mow.com) navpage do
Homepage

% Entity 10/ Bsver hetpes://Gew TIALY service-now.com
¥ Audience URI  hitps:)/devT3IAL3 service-now.com
H NameiDPocy  urncasinames e SAML L namaid-forma emadAddness
Extermnal logout redirect  extemal_lagout_tomplete So

Falled Reguirement
Redirect

Encryption And Signisg  User Provisioning  Advasced

Sigreng Sgratiare hetp ) few ) o 200009 wmidsaginia thy

Updste  Generate Metadats | Test Connection | Desctivate

Related Links

= nu Search X309 cortficate v se 1 wien

Figure 20. Configure and test the identity proxy

You might need to run the test more than once to enable the identity provider. If auto redirect fails to enable,
use an identity provider redirect as shown in Configure Redirect on the Identity Provider.
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Testing the Identity Provider

If everything is configured correctly, the following screen is displayed when testing, and any time a change is made to the
identity proxy, you need to re-test the identity proxy. The SSO Login Test Results display successful test results. (The SSO
Logout Test Results are expected to fail.)

Select Activate.

200 ServiceNow
& dev73413.service-now.com, t onn_comple

SSO Login Test Results

SAML Login response received
/) SAML Assertion retrieved
/) Signature Validated
) Certificate Validated
/) AudienceRestriction/Condition Validated
) Certificate Issuer Validated

/) Subject Confirmation Validated

SSO Logout Test Results

® Cannot logout of IDP's session
Test Connectien user is same as the user logged into the system through Multi $50.

SSO Test Connection Summary

/) SSO Login tests succeeded. SSO Logout tests failed. IDP Configuration can be activated by clicking ‘Activate’ button. Users will
be able to login and logout of the instance, but will not be logged out of the IDP. Please refer to the logs for test details.

Click the "Activate” button to save and activate this configuration. Click the "Close" button to close this window and continue
editing the SSO configuration.

06/03/21 13:30:10 (325) sysparm_form_fields: sysparm_ck=9274d78d@76c3010dad3ffab8cledde50935aecb316bl5e5¢9
36a2cc588762397f482¢c1e&sys_base_uri=https%3A%2F%2Fdev73413, service-now. com%2F&sys_target=saml2_updatel_pro
perties&sys_uniqueName=sys_id&sys_uniqueValue=0272378107ec3010dad3ffadBcled@4casys_displayValue=Zscaleré&sy
s_titleValue=Zscaler&onlLoad_sys_updated_on=2021-86-03+18%3A25%3A26&sys_row=0&sys_modCount=5&sys_action=non
efsysparm_collection=&sysparm_collectionID=&sysparm_collection_key=&sysparm_collection_related_field=&sysp
arm_collection_relationship=&sysparm_redirect_url=&sysparm_goto_url=&isFormPage=true&sysparm_referring_url
=&Lsysparm_view=&sysparm_changeset=&sysparm_template_editable=&sysparm_record_row=1&sysparm_record_list=0RD
ERBYDESCis_primary&sysparm_record_rows=3&sysparm_record_target=&sysparm_modify_check=true&sysparm_action_t
emplate=&sysparm link collection=&sysparm pop onLoad=&sysparm nameofstack=&sysparm transaction scope=&sysp

Figure 21. Testing the identity provider
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The Active Identity Proxy Notification

This is the notification a ServiceNow user receives if they are trying to log into ServiceNow without going through Zscaler.
When your user traffic is going through Zscaler, the users can access ServiceNow as usual.

e Welcome To Zscaler Directory X =

€ > C {} # idp.zscalerbeta.net/s HXnBCcP1TTNTIZIL7viT7Vka+Qbm9jKOfAB7tHgItx26skdgfv... ¥ % Incognito

0@ \We've run into an Error

Please login via Zscaler

Need help? Contact your IT support Ox13a5

Figure 22. The active authentication proxy
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Configure Redirect on the Identity Provider

Use this procedure when the auto redirect IdP doesn't enable from the Configuration screen. Set a system property to
enable redirect by default to the Zscaler IdP:

1. Go to the ldentity Providers page.
2. Click Zscaler Identity Provider and copy the sys_id.

serVicenﬂw Service Management

identity )

Iden'.ityprouidersm Search Auto Redirect IdP ¥ | Search

N
= * © Bl
03 Q, = Name = Active = External logout redirect
Multi-Provider S50
Search Search Search
Identity Providers
@ I Zscale- l i external_logout_complete.do
Show Matching
Filter Out

Actions on select:

Copy URL to Clipboard
I Copy sys_id I

Assign Tag >

Figure 23. Configure the identity provider
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3. Configure the redirect system properties:

a. Search for sys properties.LIST in the Filter Navigator.

b. Press Return.
This launches a new window or tab with all available system properties.
ServiCenOW servie ianagement @ sysenadministetor ~+ O (D B
sys_properties. LIST| ) =  System Properties m Search | Name v | Search

= w

(=) \i/ All=Application = App Engine Studio

S:EI O\ = Name A = value = Type = Application = Description
search Search Search =App Engine 5 Search

Email address of

2
sn_app_eng_studio.aes admin_contact string App Engine Studio  the App Engine U:
Studio a...
We will remove 2
(i)  sn_app eng studiodelete user sync queve.. 30 integer App Engine Studio  records from the o
sn_app_e...
Acomma
T A . . " 2
uj sn_app eng_studiollustration supported... image/svg+xml  string App Engine Studio  separated list (no o
spaces betwee...
Allows App Engine 2
sn_app eng_studio.mobile studio access true true|false  AppEngine Studio  Studio users to o
launch...
Emable e-mail "
sn_app eng_studiouser sync email notifi... true true|false  AppEngine Studio natification sent o
outto U...
When false, turns 3
]
@ sn_app eng_studio.user sync enabled true true|false  AppEngine Studio  off the job that 0
proce.,. |
When enabled is 2
.CD sn_app eng_studiowser sync queue enabled true true |false  AppEngine Studio  true, all AES users 0
chan,.. '
Actions on selected rows... ~ 1 toT7of7

Figure 24. System properties
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4. In the Systems Properties screen, search for and edit the system property glide.authentication.sso.redirect.idp. This
launches the edit screen for the property:

a. Search forglide.authenticate.sso.redirect.idp.

b. Select glide.authenticate.sso.redirect.idp.

= | System Properties m Search Name v

= Y
& Q
®

®

@

@.

@ ©

_‘
J

©

B zscaler_certifi

Show All

kearch W 1 twof2l B PP
All=Name starts with glide. authenticate.sso.
= Name A = Value = Type = Application = Description = Updated
I glide.authenticate sso. I Search Search Search Search Search
2021-06-03
I glide authenticate sso.redirect.idp 0272378107ec3010da03ffa08cled04c string Test 12:02:09 I
glide authenticate sso.saml2 audience https:/{yourinstance.service-now.com string Global :r;?:’g;i;:;ﬁat igl;%?;ﬂﬁ
. . . . The 2012-03-08
glide authenticate ssosaml2.authneontex..,  urn:oasisinamesitcSAML2 DiaciclassesiP..  string Global AuthnContextClasskef o -
method that we .. o
The numberin
glide authenticate sso.saml2 clockskew 180 string Global seconds before 2016-12-08
18:33:51
"notBefore™..
. . Create an 2014-12-19
glide.authenticate sso.saml2 createreque..  true true | false Global AuthnContextClass 144751
requestint... o
Turn on debug
glide authenticate sso.saml2 debug false true|false  Global logging for SAML 2.0 ;:Ilsl?-gtla
Authe... o
glide authenticate sso saml2.idp http:/fidp.ssocircle.com string Global L:T_I:;?::yw::?:;iﬂ igzlgif‘;oa
. - . Does the IdP support  2014-08-15
glide.authenticate sso.saml2.idp.support...  true true|false  Global forceAuA stbibute?’ 12:07:9
The base URL to the 2010-04-29
lide.authenticate. sso. 12.id thore...  https://idp. ircle. :443/s50/S50Red...  stri Global
glide.authenticate.sso.saml2.idp_authnre ttps://idp.ssocircle.com:443/sso/ string obal Identity Provider's .. 11:36:40
The protocol binding ~ 2012-04-04
ide.authenticate sso.saml2.id| out .. ‘Dasis: H (=t :2.0:bi <HTT... i ;
gli henti ml2.idp log urn:pasis:names:te:SAML:2.0:bindings:HTT...  string Global for the Identity Pr... T
glide.authenticate.sso.saml2.idp_logout wrl https://idp.ssocircle.com:443/sso/IDPSlo..  string Global I.I;!h;tl,ii;lrjtil-iésrrﬁ. iglﬂ’n;glﬁ

Figure 25. System Property glide.authenticate.sso.redirect.idp
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Configure the Property

In the System Property screen, search for and edit the systems property glide.authentication.sso.redirect.idp:

1. In the Value field, paste the sys_id from the Zscaler IdP.
2. Click Update.

= System Property —
< = glide.authenticate.sso.redirectidp & -\/\- 3~ oo Update Delete J,

0\-’ou are editing a record in the Test application (cancel)

%k Suffix *_648162_test Application Test (0]
Name glide.authenticate.sso.redirect.idp

Description
Choices

Type string ~

Value 0272378107Tec3010da03ffa0Bcled04c

Ignore cache
Private
Read roles V4
Writeroles | #

Related Links

Run Point Scan

Figure 26. System Property glide.authentication.sso.redirect.idp
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Configure Cloud Browser Isolation

Most new threats that target organizations are now browser-based. As a result, organizations are left struggling to
keep these threats from reaching endpoint devices and preventing sensitive data from leaking out, while providing
unobstructed internet access for users.

Zscaler Cloud Browser Isolation provides safe access to active web content for your users by rendering browser content
in an isolated environment, and by minimizing the browser attack surface. Sensitive information is protected from web-
based malware and data exfiltration.

Zscaler Internet Access

Browser Isolation

0y 92 Mg [
Rl O | .
R
0

Figure 27. ZIA Cloud Browser Isolation in use with ServiceNow

By defining granular policies based on user group or department, you can effectively protect endpoint devices and
prevent confidential data exposure from business-critical applications by managing user activity within the isolation
environment enabling viewing in ServiceNow while preventing the downloading and cut-and-pasting of confidential
business data.

Cloud Browser Isolation can be combined with identity proxy to provide extra security to ServiceNow users by assuring
the identity of the user, guaranteeing the user's traffic is scanned and secured with the ZIA security features, and for
identified potentially risky users direct to Cloud Browser Isolation for even greater security measures.
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Configure the Cloud Browser Isolation Profile

To begin the Cloud Browser Isolation configuration, log into your Cloud Browser Isolation Portal with administrator
credentials. This is a different portal than your ZIA or ZPA Admin Portal and the link and administrator credentials are

supplied to you by Zscaler Support after your organization has subscribed to the feature:

Log into the Cloud Browser Isolation tenant with administrator credentials.

Browser Isolation Admin - Zsc: X -

(&5 @ admin.isolation.zscaler.com/login

5> zscaler

Email address

tharcourt+support@zscaler.com &5

Password

Forgot password?

Figure 28. Configure Cloud Browser Isolation
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Configure a Cloud Browser Isolation profile or multiple profiles to enable the features that are applied specifically for
ServiceNow. Also configure the individual user implementing Cloud Browser Isolation. This is a generic profile for all SaaS
applications, or multiple policies for ServiceNow depending on your needs and level of isolation. For example, you could
have a policy to control file uploads for one client and copy-paste for another.

To start the Policy Wizard:

1. Select Isolation profiles.
2. Select the ZIA tab.
3. Select Add New.

6zscalef it Isolation profiles | 3§ Administration @ Sign out

Isolation profiles

ZIA ZPA

Manage ZIA profiles

Name Isolation URL Regions

Frankfurt

Washington

testmypacket - app1  https: | @ Copy URL
Singapore

Portland Oregon

Frankfurt
testmypacket - app2  https: | [@ Copy URL Washington &S %X

Singapore

i

Figure 29. Configure Cloud Browser Isolation profile

This starts the Browser Isolation wizard and steps you through enabling General Information, Company
Settings, Security Controls, Regional Connectivity, and the End User Notification.
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4. For General Information, give the profile an intuitive name and description. Select it in the Isolation Policy on the ZIA
Admin Portal and describe the use case:

a. Name the profile.

b. Give the profile a detailed Description.

@zsca’er i5: Isolation profiles X Administration @ Sign out

Add New ZIA Isolation Profile

General Info

General Info

Name

[ ServiceNow - Complete Isolation

Description

This ServiceNow Profile prevents Cut and Paste and

File Downloads

Automatic proxy configuration URL

Enable Cookie Persistence:

Cookie persistence is disabled

Figure 30. Cloud Browser Isolation general information
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5. For the ZIA Company Settings, you must select your Company ID and Cloud if your information is not populated
automatically. Obtain this information from your ZIA Admin Portal under Administration > Company:
a. Select your Company ID and Zscaler Cloud.
b. Leave the Zscaler Root Certificate as the Default Certificate.

c. Select Next to proceed in the wizard.

62503’9{ &%, Isolation profiles #% Administration # Sign out

« Back to ZIA profiles

Add New ZIA Isolation Profile

General Info ZIA Company
Settings

ZIA Company Settings

Company ID and Cloud

10656179 - zscalerthree $

Deploy custom root certificates:

secpacket

Info! Custom root certificates can be managed under
administration screen.

Cancel Previous Next

Figure 31. Cloud Browser Isolation ZIA company settings
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6. The Security Control allows administrators to maintain a complete air gap between the user and ServiceNow, or
allow some level of control of the ServiceNow application in the Isolation Session. Settings include allowing copy-
paste up to or down from ServiceNow from or to the local computer. You can also control File Transfers up to or
down from ServiceNow from or to the local computer.

Allowing Local Browser Rendering allows the user to visit pages outside of the ServiceNow domain while in the
Isolation Session. For this profile, maintain the strictest security settings and do not enable any controls.

Select Next.
f;zscaler = Isolation profiles % Administration @ Sign out
Add New ZIA Isolation Profile
@ < 0o
General Info ZIA Company Security Control

Settings

Security Control

Allow copy & paste from:
Local computer to isolation
Isolation to local computer
Allow file transfers from: 20
Local computer to isolation

Isolation to local computer

Local browser rendering:

Allow local browser rendering

Cance Previous m

Figure 32. Cloud Browser Isolation security control
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7. Select two Regions or redundancy. Select the two closet regions to your organization:

a. Select two Regions for redundancy.

b. Select Next.

f:zsca’ef % Isolation profiles 3§ Administration & Sign out

« Back to ZIA profiles

Add New ZIA Isolation Profile

@ o o o

General Info ZIA Company Security Control Regions
Settings

Regions

Enable multi-region deployments:

Frankfurt

@ Washington

Singapore

@ Portland Oregon

Cancel Previous Next

Figure 33. Cloud Browser Isolation regions
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8. Use the default End User Notification (EUN). However, you can create a customized EUN in the Administration
section of the Cloud Browser Isolation Portal and add it to the profile. To complete the profile:

a. Select Create Profile.

,_‘
+
w

re]

3
o
C

szsca’er % Isolation profiles 3§ Administration

« Back to ZIA profiles

Add New ZIA Isolation Profile

@ o @ @ o

General Info ZIA Company Security Control Regions End User
Settings Notification

End User Notification

Heads up, you've been redirected to
Browser Isolation!

(9256‘3’9( The website you were trying to access is now

rendered in a fully isolated environment to protect
you from malicious content.

Select end user notification theme:
O Default

Info! End user notification themes can be managed under
administration screen.

Cancel Previous Create Profile

Figure 34. Cloud Browser Isolation EUN
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The completed Zscaler Cloud Browser Isolation profile appears as a profile option when setting up isolation policies in
ZIA.

(azsca’e{ it Isolation profiles 3% Administration ® Sign out

Isolation profiles

ZIA ZPA

Manage Z/A profiles

Name Isolation URL Regions

Frankfurt  Washington

testmypacket - app1 https://wspf.suppo | @ Copy URL Singapore &S x
Portland Oregon

Frankfurt = Washington

testmypacket - app2 https://wsf.support | @ Copy URL &S x
— Singapore
erviceNow - ) Washington
S M s https://wspf.suppo | @@ Copy URL L &S x
Complete Isolation - Portland Oregon

Figure 35. The completed Cloud Browser Isolation profile

©2022 Zscaler, Inc. All rights reserved. 42



ZSCALER AND SERVICENOW DEPLOYMENT GUIDE |

Configure the Cloud Browser Isolation Policies

To move to next steps, launch your ZIA Admin Portal and sign in with administrator credentials:

1. Launch your ZIA Admin Portal.

2. Loginto the Zscaler tenant with administrator credentials.

(@& () @ admin.zscalerthree.net

LOGIN ID PASSWORD

(9zscalef | toddh@testmypacket.com & l | T | m

_] Remember my Login ID & English (US) ~

New Features Available

Your cloud was upgraded and a variety of

new features and enhancements are now
available to you.

Learn More

Curated resourc
for transform ClOs Zscaler SASE at a Glance

Explore Now Learn More

Figure 36. Configure Cloud Browser Isolation policies
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3. To configure policies that redirect ServiceNow traffic to Cloud Browser Isolation, launch the URL Filtering wizard:

a. Select Policy.
b. Select URL & Cloud App Control.
c. Select Add URL Filtering Rule.

| URL & Cloud App Control |

Configure URL & Cloud App Control Policy
+" Enable Policy Information X Disable Policy Information

Dashboard

[ URL Filtering Policy Cloud App Control Policy Advanced Policy Settings
© Add URL Filtering Rule 0 Recommended Policy : Q
Palicy Rule Order () Rule Name Criteria Action Description E
*ﬂ 1 URL Filtering Rule-1 REQUEST METHODS Block /s O
M,‘_,m,:mm OPTIONS; GET; HEAD; POST; PUT; DELETE; TR..
ATEGORIES
@ Other Adult Material; Adult Themes; Lingerie/BI...
Activation
2 Tast URL PROTOCOL Block ra

DNS Over HTTPS; Tunnel SSL; HTTP Proxy; FT...

REQUEST METHODS

OPTIONS; GET; HEAD; POST; PUT; DELETE; TR..
ATEGORIES

Other Adult Material; Adult Themes; Lingerie/BI...

Figure 37. Configure Cloud Browser Isolation policies
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4. In the URL Rule wizard:

Select the Rule Order.

o 9

Name the rule in the Rule Name Field.

Enable the rule.

a o0

Select the drop-down arrow in the URL Categories field.

e. Select the Add icon next to the Search field on the URL Selection screen (new dialog).

—

Select Done.

g. Select Save.

Add URL Filtering Rule X

URL FILTERING RULE

Rule Order Rule Name
1 v ServiceNow-Complete-Isolation

Rule Status
Enabled v

CRITERIA

URL Categories

f— v
AND

Users
a [9]

v < Adult Material
| Adult Sex Education
Departments | Adutt Themes
| K-12 Sex Education
—— v

| Lingerie/Bikin
- Nudity
AND AP

m Cancel Clear Selection
Save Cancel

Figure 38. Configure Cloud Browser Isolation policy
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5. The Add URL Category wizard is displayed. Add the two ServiceNow URLs as Custom URLs:

a. Name the URL Category.

b. Add .servicenow.comand .service-now.com by typing the domain in the Add Items field and selecting
Add Items, one at a time. Leave the period preceding the URL to act as a wildcard for the domain.

c. Click Save.

Add URL Category X

URL CATEGORY

Name URL Super Category

User-Defined v

Administrator Operational Scope
Scope Type

Any v

Custom URLs

Add Items

Search... Q

.servicenow.com [}

.service-now.com [x]

1-2of 2 L A Remove v

URLs retaining parent category

Figure 39. Configure Cloud Browser Isolation
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6. Scroll down the wizard to fill in the remaining fields:

a. For Request Methods, select CONNECT, GET, HEAD, and TRACE.
b. For Protocols, select HTTP and HTTPS.

c. For User Agent, select your organization's specific browsers for use with browser isolation.
d. Click Save.
CRITERIA
URL Categories
| ServiceNow - |
AND
Users Groups
g OR = oR
Departments
AND
Locations Location Groups
Y v
AND
Request Methods Time
| CONNECT; GET; HEAD; TRACE v | anp Always v —
Protocols User Agent

I HTTP; HTTPS v | AND I Chrome; Microsoft Edge; Microsoft in... v |

RULE EXPIRATION
Enable Rule Expiration
ACTION
Web Traffic

[ Allow l Cautien ‘ Block

Isolation Profile

I ServiceNow - Complate |solation ~ |

Save Cancel

Figure 40. Configure Cloud Browser Isolation
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The completed browser isolation profile is displayed.

URL & Cloud App Control

Configure URL & Cloud App Control Policy

Rules are evaluated in the order specified. Rule evaluation stops at the first match. Cloud app control policies take priority over URL policy. Default policy

which is not visible is to allow all.
Dashboard

) URL Filtering Policy Cloud App Control Policy Advanced Policy Settings
Analytics
© Add URL Filtering Rule © Recommended Policy ~ Sear Q
Q‘W Rule Or.. ® Rule Name Criteria Action Description E
¢g 1 ServiceNow-Comp... PROTOCOL Isolate S o
Administration HTTPS; HTTP
- REQUEST METHODS
ré) GET; HEAD; TRACE; CONNECT
Activation
URL CATEGORIES
Q ServiceNow
Search USER AGENT
Microsoft Internet Explorer; Microsoft Edge...

2 Isolate testtheproxy  PROTOCOL Isolate ]
HTTPS; HTTP

REQUEST METHODS

GET; HEAD; TRACE; CONNECT

URL CATEGORIES

Figure 41. Completed Cloud Browser Isolation profile
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Configuring the ServiceNow Tenant

Log into your ZIA tenant with admin credentials to start the installation process. Your Zscaler cloud instance might be
different from the example.

(@& () @ admin.zscalerthree.net

LOGIN ID PASSWORD
(Q zscaler [ W | oo Al 5o |
_] Remember my Login ID & English (US) ~

New Features Available

Your cloud was upgraded and a variety of
new features and enhancements are now
available to you.

Learn More

Curated resources r ZTNA and Enabling the
for transformational ClOs Zscaler SASE at a Glance Work From Anywhere” ality

Explore Now Learn More

Figure 42. ZIA Admin Portal
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Adding the ServiceNow Tenant
To launch the SaaS Application Tenants wizard for the ZIA Admin Portal:

1. Go to Administration > SaaS Application Tenants.

2. In the SaaS Application Tenants dialog, select Add SaaS Application Tenant.

P & Settings
EEr

CONFIGURATION

Nanolog Streaming Service

@ Company Profile Advanced Settings
Dastiboard Alerts DLP Incident Receiver

I . Print All Policies Partner Integrations

Analytics

& Authentication

SaaS Application Tenants

Authentication Settings

Administration
lo Add SaaS Application Tenant

User Management

Dashboard No. Application Tenant Na... Status
Identity Proxy Settings
Activation |2

o]

Search

Analytics

APl Key Management

Policy

£ Resources o

Administration

TRAFFIC |

Figure 43. ZIA SaaS$ application tenant
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SaaS Tenant Configuration Wizard

To start the wizard:

1. Select Add SaaS Application Tenant on the tenant page.

2. Select the ServiceNow tile on the wizard.

Add SaaS Application Tenant

° Choose the SaaS Application Provider

L] Search SaaS Application

B Q
Analytics
Popular Applications
&
Policy i i o
: box && OneDrive @3> SharePoint & Google Drive

o

Administration

M Gmail | @8Exchange = $3Dropbox

S) Sharefiie GitHub servicenow.

Name the SaaS Application Tenant

Cancel

Figure 44. The Saa$ tenant configuration wizard
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3. Give the ServiceNow tenant a name. This is the name that is selected when assigning a policy for the Zscaler security
features:

a. Enter a name for the Tenant Name.
b. Open a new browser tab and login to your ServiceNow tenant with admin role credentials.
Add SaaS Application Tenant

o Choose the SaaS Application Provider

servicenow

o Name the SaaS Application Tenant

Tenant Name

e Register the OAuth Application

You must configure an OAuth client application for the Zscaler service in your ServiceNow instance. After, enter the OAuth client application
details so the Zscaler service can connect to the application. Learn more ®

Client ID Client Secret Instance URL
User ID User Password
-
b 6}
Cancel

Figure 45. Open the ServiceNow tenant
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Configuring the Zscaler Tenant on ServiceNow

The following steps are based on procedures documented on the ServiceNow website. To configure the Zscaler tenant
from your ServiceNow admin account:

1. Login to ServiceNow with administrator credentials.

servicenow

Sign In to the Developer Site

toddh@testmypacket.com <&

Forgot your password?

For questions about your account or the Developer
Program, please leave feedback on the Developer Site

Get a ServiceNow Account —

Figure 46. Log in to the ServiceNow tenant
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2. Verify OAuth is running, and start it if it is not Active:

a. On the left-side navigation, select the File Box at the top of the browser, under the Filter Navigator.

b. Scroll down and select the arrow next to All Available Applications.

c. Select All.

3. This displays the All Applications page:

a. Inthe search box, type Oath 2.0.
b. Verify OAuth is installed.

4. If OAuth is not installed:

a. Select Install.

b. Select Activate.

SerViCEI'I OW  service Management

Service Portal

Standard Ticket

State Management

Subscription Management

System Applications

Getting Started

W All Available Applications

All

Available To Obtain From Store

ServiceNow Products

My Company Applications

My Application Import History

®
Figure 47. Verify OAuth is installed

All Applications

FILTERS

W Listing type
Applications

ServiceNow Products

¥ Obtained

Installed
Notinstalled
Updates

Customized

V¥ Price

¥ License Status

Subscription not requined

Subscribed

Subscription unknown

¥ Product family
IT Business Management

Biel

¢ A4

Find in Store

=2 MO R

Request Plugin

2 results for "oauth 2.0"

Sort by

The implementation of OAuth 2.0 to support token granting
and authentication

Installed

OAuth 2.0 legacy (do not activate...use "OAuth 2.0' instead)

Legacy implementation of OAuth 2.0. Please instead install
com.snc_platform.security.cauth.

Installed

©2022 Zscaler, Inc. All rights reserved.




ZSCALER AND SERVICENOW DEPLOYMENT GUIDE |

Check that OAuth is Installed and Active

Check to see if OAuth 2.0 is installed. Click the name OAuth 2.0 on the OAuth application. This displays the Status page of
the OAuth 2.0 application.

ServiCenow serice Management

Service Portal

Standard Ticket

State Management

Subscription Management

System Applications

Getting Started

Studio

W All Available Applications

All

Available To Ob

Serv ow Products

My Company Applications

My Application Import History

All Applications

FILTERS

W Listing type
Applications

ServiceNow Products

¥ Obtained
Installed
Mot Installed
Updates

Customized

¥ Price

¥ License Status
Subscription not required
Subscribed

Subscription unknown

W Product family

IT Business Management

Figure 48. The installed Zscaler SaaS connector

Q, cauth20

2 results for "oauth 2.0"

The implementation of OAuth 2.0 to support token granting
and authentication

@ System Administrator ~

C ﬁ' Find in Store

Sortby  A-Z

Installed

0Auth 2.0 legacy (do not activate...use "OAuth 2.0" instead)

Legacy implementation of OAuth 2.0. Please instead install
com.snc_platform.security.oauth.

Installed

QT Q@&

Request Plugin
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Check that the OAuth Plugin is Active
Check that the status of OAuth 2.0 is Active.

1 o

SErvICeNOW serice Management @) spenaministator O (P @) 13
= System Plugin .
< = oauth20 =
D com.snc_platform.security.cauth Provider ServiceNow
Service Portal
Name OAuth 2.0 Status Active ]
Standard
Version 1L0.0 Has demo data
State Management
Help

Subscription Management

Requires com. glide.certificates, Protocol Profile Manager, com.snc. platform.security. cauth. legacy
System Applications

Description The implementation of OAuth 2.0 to support token granting and authentication

Getting

Studio

Related Links

W All Avall Applications

All

Plugin Activation Logs  Plugin Files (690)
Avallable To Obtain From Store L

=  Plugin Activation Logs
ServiceNow Products P e ey

My Company Appl & Created = Status = Log

plication Import Histe
No records to display

Figure 49. OAuth plugin status
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Create an OAuth Application Registry

Create an OAuth application registry for the Zscaler tenant:

1. On the left-side navigation, select the file box at the top of the browser, under the Filter Navigator.
2. Scroll down and select System OAuth.

3. Select Application Registry.

4. Click New.

se I'VicenOW Service Management

Filter navigator = Application Registries m Search Name ¥ | Search
.EI, * ? All=>Type = OAuth Client .or. Type = OAuth Provider
= Name A = Active = Type = ClientID
System Mailboxes
@ ADFS true Exter.nal [s][+] {adfds-applicatic
. o Provider here}
Systemn Motification
External OIDC
@ Auth0 true ) {auth0-applicatit
System OAuth Provider
External OIDC .
Application Registry ® Azure AD true Provider {azure-ad-applic
JWT Providers External OIDC {google-applicat
Googl true
@ pEE Provider here}
JWT Keys
(i)  MobileAPI true OAuth Client ac0dd3408¢1031
Manage Tokens
External OIDC
() Oka true ) {okta-applicatior
System Policy Provider
. ® ServiceNow Agent true OAuth Client ffoTfbb4da3313c
System Properties

Figure 50. Creating an Application Registry
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Create an OAuth Application Registry
In the What kind of OAuth Application? window, select Create an OAuth APl endpoint for external clients.

L]
SEerviCeNOW. service Management
Filter navigator ¢ OAuth application

What kind of OAuth application?

I Create an OAuth APl endpoint for external clients I

System OAuth Connect to a third party OAuth Provider
Configure an OIDC provider to verify ID tokens.
Application Registry Connect to an OAuth Provider (simplified)

JWT Providers

JWT Keys

Manage Tokens
System Policy
System Properties
System Scheduler

System Security

System Ul

Figure 51. Create an OAuth APl endpoint
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Configuring the Zscaler Tenant on ServiceNow
Complete the OAuth APl endpoint details:

1. Type Zscaler (or another name) for the name of the endpoint.

2. Enter the Refresh Token Lifespan in seconds. 157,700,000 is five years, at which point the tenant has to be
reinstalled.

Enter the Access Token Lifespan in seconds. Zscaler recommends 86,400 (24 hours).

4. Click Submit to save the settings.

SerVicen(‘}W Service Management @ System Administrator ~ O\ D—-‘ @ {:o:_,?
I o = - I
[Default view"]

OAuth client application details.

System OAuth + Name: A unique name.

Client ID: Client ID automatically generated by ServiceNow OAuth server.

Client Secret: Client secret for the OAuth application. Leave it empty for auto-generation.

Refresh Token Lifespan Time in seconds the Refresh Token will be valid.

Access Token Lifespan: Time in seconds the Access Token will be valid.

Redirect URL:The rediect URLs authorization server redirect to. They must be absolute URLs and they are comma separated.

Application Registry

JWT Providers

I

JWT Keys More Info
Manage Tokens
* Name Zscaler Application Global
System Policy % ClientID I ef49e97cabal2010746Te3Ti44 | Accessible from All application scopes o
System Properties "
- Client Secret Active
System Scheduler f
Leave Client Secret blank to % Refresh 157,700,000
automatically generate a Token Lifespan
System Security string
¥ Access [ 86,400 ]
Token Lifespan
em
mW Redirect URL &
System Update Sets Logo URL &

System User Guide
, Comments This creates the Zscaler AP| Tenant. The Client Secret will be creasted once this page has been

submitted

System Web Services

® B

Figure 52. Creating the OAuth endpoint

E The Client Secret is created after the detail is submitted. Then return to the endpoint to copy it for the Zscaler
configuration.
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5. Once the Zscaler endpoint is created, select the Zscaler endpoint to open the settings to copy the Client Secret.

Servicenow senice Management

Filter navigator

Applicationkegistriesm Search Name ¥ | Search

* (9 §  All>Type=OAuth Client .or. Type = OAuth Provider
System LDAP @ = Name A = Active
) @ ADFS true
System Localization
System Logs @ Autho Rue
System Mailboxes ()  AzureAD true
System Notification @ Google true
System OAuth @ Mabile AP true
Application Registry ®
Okta true
JWT Providers
@ ServiceNow Agent true
JWT Keys
® ServiceNow Classic Mobile App false
Manage Tokens
@ ServiceNow Request true

System Policy
System Properties

Actions on selected rows... v

System Scheduler

Figure 53. The Zscaler endpoint
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Copy the needed OAuth Credentials
Copy the OAuth credentials required to finish the Zscaler side of the installation:

1. Copy the Client ID.
2. Select the lock next to the Client Secret to reveal the secret.

3. Copy the Client Secret.

Servicenow senice Management

{ == Application Registries - Zscaler [Default view"]

OAuth client application details.
* Name: A unique name.
+ Client ID: Client ID automatically generated by ServiceNow OAuth server.
System Localization = Client Secret: Client secret for the OAuth application. Leave it empty for auto-generation.
+ Refresh Token Lifespan Time in seconds the Refresh Token will be valid.
System Logs » Access Token Lifespan: Time in seconds the Access Token will be valid.
* Redirect URL:The rediect URLs authorization server redirect to. They must be absolute URLs

System LDAP

System Mailboxes More Info

System Notification
kK Name  Zscaler

System OAuth
%k ClientID 6c3cTdf63513201047ed8581ecled3fb

Application Registry

Client Secret  ssssssss
JWT Providers
+GGhy73-2.
JWT Keys
Redirect URL P
Manage Tokens
Logo URL a

System Policy

Comments The Zscaler API Connection. The Client Secret will be created after this
System Properties

System Scheduler
Update Delete

©

Figure 54. Client ID and Client Secret
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Finishing the Zscaler Tenant on the ZIA Admin Portal

Enter the information copied from the ServiceNow Tenant:

1. Enter the ServiceNow Client ID.

Enter the ServiceNow Client Secret.

Enter the ServiceNow Instance URL.

Enter the ServiceNow User ID and Password.
Enter the ServiceNow Admin Email ID.

Click Authorize to verify the credentials.
Click Save.

N o oor W

Add Saa$S Application Tenant

Tenant Name

a ServiceNow

Dashboard

2
Analytics o Register the OAuth Application
. You must configure an QAuth client application for the Zscaler service in your ServiceNow instance. After, enter the OAuth client application
details so the Zscaler service can connect to the application. Learn more ®
Policy
Client ID Client Secret Instance URL
°¢ | 6c3cTdi63 47ed8581ecle43fb l | +GGhy73-2. l https://dev102367.service-now.com
"o
Administration
User ID User Password
| toddh@testmypacket.com | n =
Activation
Q €  Enter the ServiceNow Admin Email ID

Enter your admin email ID used to log in to the ServiceNow instance. Learn more “

ServiceNow Admin Email ID

o Authorize the Saa$S Application

To configure Data Loss Protection and Malware Detection policies for SaaS Security AP, you must give Zscaler access to ServiceNow.

Cancel

Figure 55. Finish the Zscaler tenant
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Configuring the Zscaler ServiceNow Connector

The completed and active ServiceNow APl connector is displayed.

SaaS Application Tenants

© Add SaaS Application Tenant

No. Application Tenant Status Last Modified On () Last Mo Policy C Externa Externa. ]
1 Salesforce Salesforce L] March 24, 2021 02 toddh@tes. Data Loss , o
[~
Anarytioy I 2 ServiceNow ServiceNow @ April 07, 202110:36..  admin@10 s x

Policy

Administration

&)

Activation

Q

Figure 56. The completed and active ServiceNow tenant
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Configuring ServiceNow Policies and Scan Configuration

After adding and configuring the ServiceNow tenant, you can configure the SaaS Security APl control DLP and malware
policies, and then scan the configuration for the policies. You can also view reports and data for ServiceNow in analytics,
SaaS security insights, and logs.

Advanced Threat Protection File Type Control

Sandbox Bandwidth Control

Browser Control SSL Inspection

S55P ._" / _|'. | | |
Dashboard

Data Loss Prevention

[~
Analytics

& SaaS Security API

‘ SaaS Security API Control

Policy
Scan Configuration

Og Saas Security Posture Control

Administration

[J Mobile

Activation 7SCALER CLIENT

Figure 57. Zscaler policy configuration
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Scoping the Policies and Remediation

Zscaler SaaS security scans file attachments. This deployment guide configures a basic DLP policy and a malware policy.
The policies scan the ServiceNow account attachment files for matching content of the DLP policy and known malware
for the malware policy. A ServiceNow incident was created with malicious attachments and DLP violations to test the
policies.

Zscaler SaaS security out-of-band data protection capabilities look inside the SaaS applications themselves through
APl integrations to identify accidental or intentional data exposure and compliance violations that would otherwise go
unnoticed.

SerVicenow Service Management @ System Administrator ~ O\ () @ E:ék

Filter nav r — ’ -w- E ooo Follow - Update Resolve Delete 'r ,J,

Manage Attachments (7): '_-' ssn.pdf [rename] [download] ssn (1).ba.Z [rename] [download]
Predictive Intelligence S ——
Process Automation
. Number Contact type

Search Suggestions

INC0010004 - None -- v
Service Desk

% Caller State
System Map Page

Abraham Lincoln Q £ @ New v

Figure 58. ServiceNow incident with malicious attachments

The DLP policy creates a very broad DLP policy to identify a spreadsheet with a list of US Social Security numbers. DLP is
a subject of its own, and this policy is only used for demonstration purposes. A true DLP policy review would need to be
conducted to minimize false positives and false negatives.

It is also important to note that SaaS DLP protection is only part of the Zscaler DLP solution and is used to scan data-
at-rest (like the ServiceNow files). This deployment doesn't cover inline data protection, exact data match, or indexed
document matching (document template fingerprinting), although they are integral pieces of a complete data protection
solution.

For next steps to test the DLP SaaS functionality, create a basic policy and apply it to the ServiceNow tenant. If you already
have DLP policies created, skip ahead to Configure a SaaS Malware Policy.
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Creating a DLP Policy

Create a custom dictionary (or use the available dictionaries) to identify the data the scan is going to look for.

Then create an engine that is the logical template for adding expressions and additional data. This is where you would
specify Social Security numbers and any other criteria for the policy. The engine provides the means to precisely add or
remove data to match violations and eliminate false positives.

A Saa$ security DLP policy is created that allows you to specify the detail about where, when, the action taken, and whom
to inform about violations:

1. In the ZIA Admin Portal, go to Administration > DLP Dictionaries > Engines.

2. ldentify and select the dictionary to use (in this case, SSN with Dashes).

DLP Dictionaries & Engines

DLP Dictionaries DLP Engines UPDATED

© Add DLP Dictionary
Dashboard

|2 No. Name ® Type Trigger Thresholds
Anatytics a1 FRGUUIIGH 113U G1 LS IV ST 3 (U FiguGiniTy ST
22 NRIC Numbers (Singapore) Predefined Medium
Policy 23 Resident Registration Number (Ko... Predefined Medium
*0 24 Salesforce.com Data Predefined High
L4
Administration 25 Social Insurance Numbers (Canada) Predefined Medium
26 Social Security Number (Switzerla... Predefined Medium
27 Social Security Numbers (US) Predefined Medium
Q 28 Source Code Predefined Low
Search
29 SSN with Dashes Patterns & Phrases
30 Standardized Bank Code (Mexico) Predefined Medium

Figure 59. Creating a DLP dictionary
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Creating a DLP Engine

To create the DLP engine:

1. Select the DLP Engines tab.
2. Select Add DLP Engine.

Dashboard

ol

Analytics

Palicy

e A

Administration

@

Activation

Q

DLP Dictionaries & Engines

DLP Dictionaries

DLP Engines UPDATED

© Add DLP Engine

No. Name ® Dictionaries

1 GLBA (Financial Statements > 0 AND Social Security Numbers (...
2 HIPAA (Medical Information > 0 AND Social Security Numbers (U...
3 Names and SSNs ((Social Security Numbers (US) > 5))

4 Offensive Language (Adult Content > 0)

5 PCI (Credit Cards > 5 AND Social Security Numbers (US) > 5)

6 SSN-with-Dashes ((SSN with Dashes > 3))

Figure 60. Creating a DLP engine
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Creating a DLP Engine
In the Add DLP Engine window:

1. Give the DLP engine a Name.

2. In the Engine Builder under Expression, select the first dictionary.

3. Specify the Match Count, which is the minimum number of instances the data must occur in the file.
4. Click ADD to add the next dictionary and repeat the process.

5. Click Save, then Activate the configuration.

Add DLP Engine x

DLP ENGINE

Name
SSN-With-Dashes

ENGINE BUILDER
EXPRESSION

ALL v

g

ISSN with Dashes » ] | 3 | x

:

QADD v I

Expression Preview

({SSN with Dashes > 3))

DESCRIPTION

Figure 61. The DLP engine wizard

E This policy triggers when you see the fourth Social Security number. Again, this is a demonstration and the
Criteria is too general to be a production DLP rule.
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Configure a SaaS DLP Policy

Apply the engine to a DLP policy used for the ServiceNow instance. Launch the Add DLP Rule wizard to start the process:

1. Go to Policy > SaaS Security APl > Data Loss Prevention.
2. Select ITSM.
3. Select Add DLP Rule.

See the details of the policy on the following pages.

Dashboard
O Add DLP Rule Q
2
Add DLP Rule x
Analytics
No. Rule 0.. ® Admin... Rule N... St
. Rule Order Adimin Rank
Policy
[ 1 v ] | 7 v |
&
Rule Name: Rule Status
g
Administration I 38S_ITSM_ApD_Rule_1 I |Er‘_1r‘."r! v |
@ CRITERIA
Activation Saa$ Application Tenant Companents
ServiceNow v Any v
Q Oowners Groups
Search
Any v Any -
Departments DLP Engines
Any v I:ﬁ'u with-Dashes -]
Collaboration Scope Object Type
I-\v”, - Any v | Any v
ACTION
Action Severity
High v
JE S
Save Cancel
—_—

Saa$S Security API Control

| Data Loss Prevention I Malware Detection

Figure 62. Launch the SaaS DLP Policy Configuration Wizard
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SaaS DLP Policy Details

The SaaS DLP policy is like all Zscaler policies where you specify the detail on whom this policy, and to what data

this policy, applies. You specify the rule order if you have multiple DLP policies, which are processed in an ascending
manner. The first rule that matches is the applied rule. Specify the DLP engine you defined, any file owners, groups or
departments, and the file types to inspect. The collaboration scope and the action are unique to the SaaS DLP. Select Any
Collaboration, and an Action of Remove Sharing.

The Collaboration Scope includes the collaboration scopes and permissions for SaaS tenant files that contain sensitive
data. Select Any to apply the rule to files with all collaboration levels, or select any number of the following collaboration
scopes and specify the permissions for each scope:
External Collaborators: Files that are shared with specific collaborators outside of your organization.
External Link: Files with shareable links that allow anyone outside your organization to find the files and have access.
Internal Collaborators: Files that are shared with specific collaborators or are discoverable within your organization.
Internal Link: Files with shareable links that allow anyone within your organization to find the files and have access.
Private: Files that are only accessible to the owner.

The Action: The rule takes upon detecting content that matches the criteria. The number of actions available
depends on the selected SaaS Application Tenant. For ServiceNow, the action is Report Only. This means that any
violations are reported in the Zscaler SaaS Analytics and Alerts are sent to Auditors if defined.

Report Incident Only: The rule reports the incident only and makes no changes to the file's collaboration scope.

©2022 Zscaler, Inc. All rights reserved. 70



ZSCALER AND SERVICENOW DEPLOYMENT GUIDE |

Configure a SaaS DLP Policy
To finish the DLP Policy:

1. Specify the rule order for processing (the first rule matched is executed).
Name the rule.

Enable the rule.

Select the ServiceNow Saa$S Tenant.

Select the DLP Engine created in SaaS DLP Policy Details.

Select Any-Any for the Collaboration Scope.

Select High as a Severity to allow for identification for searches and tracking.

© N o U A W N

Click Save and then Activate your configuration.

Add DLP Rule

DLP RULE
Rule Order
[
Rule Name Rule Status

CRITERIA

SaaS Application Tenant

I ServiceNow

Owners

Any

Departments DLP Engines

Any | SSN-with-Dashes

Collaboration Scope Object Type

ACTION

Action

DESCRIPTION

Figure 63. The SaaS DLP Policy Configuration wizard
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The completed DLP rule is ready to be applied with a scanning schedule.

SaaS Security API Control

v
Data Loss Prevention Malware Detection
Palicy Exceptions
Dashboard
© Add DLP Rule
2
Analytics
No. Rule O... ()  Admin... Criteria Action Descri... Status
. 1 1 7 145 Apf Report In...
Palicy ServiceMow

L H

Administration

Activation

.SSN-wnn-Uasncs
I

Any = Any

Enabled

I

Q

Search

Figure 64. The configured DLP policy
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Configure a SaaS Malware Policy

To launch the Malware Rule wizard:

1. Go to Policy > SaaS Security APl > Malware Detection.
2. Select ITSM.
3. Select Add Malware Detection Rule.

The SaaS Malware Detection policy is an all-encompassing policy and all files in the tenant are scanned unless removed
from the scope specifying any exemptions by selecting the Exemption tab under Malware Detection. To add a malware
policy, specify the application, the SaaS tenant, and the status.

The action for ServiceNow is limited to report malware only.

|SaaS Security API Control | Iﬂl v

Data Loss Prevention Malware Detection
Dashboard

Io Add Malware Detection Rule I I Q
=
Analytics .
No. Saa$S Application Tenant Application Action Status H
‘ No matching items found
Policy
e 54
-
Administration N
Add Malware Detection Rule x
@
Activation CRITERIA
Application SaasS Application Tenant

L ServiceNow v ServiceNow v

Status

Enabled

ACTION

<

Action

Report Malware

Figure 65. Launch the Malware Policy Configuration Wizard
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SaaS Malware Policy Wizard

Configure the Malware Rule wizard:

1. Go to Policy > SaaS Security APl > Malware Detection.
. Select ITSM.

. Select Add Malware Detection Rule.

. Select the ServiceNow SaaS tenant to apply the policy.

2
3
4. Under Criteria, select ServiceNow as the application.
5
6. Select Enabled for Status.

7

. Click Save.

Add Malware Detection Rule X

CRITERIA

Application SaaS Application Tenant

ServiceNow v ServiceNow v

Status

Enabled v

ACTION

Action

Report Malware

Figure 66. The Malware Policy Configuration wizard
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SaaS Malware Policy

Apply the completed Saa$S security malware policy for the ServiceNow SaaS tenant to the ServiceNow instance with a
scanning schedule. Activate your configuration.

SaaS Security API Control ITSM v

Data Loss Prevention  Malware Detection

Policy Exceptions
Dashboard
@ Add Malware Detection Rule Q
2
Analytics o
Na. 5aa$ Application Tenant Application Action Status 2
& 1 ServiceNow ServiceNow Report Malware © Enabled s x

Palicy

o5

Adeninistration

@

Activation

Q

Figure 67. The completed Malware Policy Configuration wizard
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Configure the Scan Schedule Configuration

The final configuration step is to create a Scan Configuration. Specify the tenant the Scan Configuration applies to, any
policies that are to be included in the scan, and what data to scan relative to a date. The options for Data to Scan are All
Data, Date Created or Modified After, or New Data Only. For this deployment guide, select All Data.

However, if this is a Proof of Value (POV) or a Trial, the only option available is New Data Only.
To add a Scan Schedule:

1. Go to Policy > SaaS Security APl > Scan Configuration > Add Scan Schedule.
2. Select the ServiceNow SaaS tenant for the SaaS Application Tenant.

3. Select the data loss Policy and the malware policy created in prior procedures.
4. Select All Data, or for a POV select New Data Only.

5. Click Save, and then Activate the configuration.

@ Web
Malware Protection URL & Cloud App Control Q
Advanced Threat Protection File Type Control
Description Status E
Sandbox Bandwidth Control
Running ]

Browser Control SSL Inspection Scan Started on March 24, 2021 02:59
PM

Latest Scan: April 07, 2021 09:23 AM

Add Scan Schedule x

SCHEDULE CRITERIA

Data Loss Prevention

& Saa$S Security API

SaasS Security API Control

Saas Application Tenant Policy

Saas Security Posture Control | ServiceNow v | I Data Loss Prevention; Malware Detection v l

Data To Scan

0 Mobile

| All Data v I

Zscaler Client Connector Portal Mobile Malware Protection

DESCRIPTION
Mobile App Store Control
£ Firewall Filtering
Firewall Control Forwarding Control
DNS Control
FTP Control Save Cancel

IPS Control

Figure 68. Create and enable a scan for the Saa$S tenant
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Start the Scan Schedule

After the schedule has been configured and saved, start the scan for the DLP policy and malware policy to be applied.

1. Select the Start icon on the scan configuration to start SaaS API security on the ServiceNow tenant.

2. Review the Status column and ensure it is Running with a start date and a latest scan date.

Dashboard

2

Analytics

Policy

o

Administration

@

Activation

o}

Scan Configuration

© Add Scan Schedule

No. SaaS Application...

1 ServiceNow

Figure 69. Starting the scan

Schedule Criteria Description

POLICY
Data Loss Prevention
Malware Detection

DATA TO SCAN

Data Created or Modified
After March 24, 2021

,ﬂ

Status

Running

Scan Started on March
24,2021 02:59 PM

Latest Scan: April 07,
202109:23 AM

X

/
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Reporting and Visibility

Zscaler analytics provide detailed reporting of all user activity down to each session created by the user when visiting a
destination. Zscaler extends that visibility to include reporting of activity, malware incidents, and DLP violations of data-
at-rest associated with the user. Zscaler has reports and SaaS security insights, which provide visibility from a high-level
overview to management of the individual logs and violations.

For more information, see SaaS Security Insights (government agencies, see SaaS Security Insights).

Interactive Reports

Company Risk Score Report Last 7 Days: 4/6/2021 - 4/13/2021 v

Industry Peer Comparison

Dashboard
System Audit Report

|£ Security Policy Audit Report Incidents Trend over the Last 7 Days

Analytics
Sandbox Activity Report

. Quarterly Business Review Reports

Policy

¢g Saa$S Assets Report A
Administration /" RN
Saas Security Posture Report £ s :
# \\
Shadow IT Report : O r s \m
Activation
All incidents DLP incidents =— Mal'
Q Web Insights
Mobile Insights
Firewall Insights
DNS Insights
DLP Malware
Threat Insights
0 0
Tunnel Insights
0 0
Saa$S Security Insights
0 0

Figure 70. SaaS$ security visibility
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SaaS Assets and SaaS Assets Summary Report

The Saa$S asset reports provide a summary or customizable reporting to have a quick view of your files and emails. A
SaaS Assets Summary Report provides all activity and violations in a quick glance. The report identifies all SaaS tenant
information from a single screen. Although your ServiceNow activity over the creation of this deployment guide is shown,
any tenant configured is displayed on this summary screen. The data is hyperlinked, and you can easily pivot from a
summary to individual logs and activities provided by Saa$S security insights.

1. Select the Total violations number next to the ServiceNow icon to pivot to SaaS security insights.

2. On the Security Logs window, review the log data for each violation containing over 30 metadata points of
information.

|Saas Assets Summary Reportln:w =)

All Application Categories v

/62021 - 411372021 v

Dashboard Report generated: 03:23 PM, April 13, 2021
2 Total Incidents Incidents Trend over the Last 7 Days All Application Categories
Analytics [
Policy 3
6 DLP
°Q Violations A,
i Incidents T
Admirdstration
e 3 K 3
! \
€3] Matware T 2

Activation

2061 files scanned
All Incldents DLP incidents == Malware incidents

Q

Applications Generating the Incidents

Application Total owp Malware
> File Sharing Applications [+] [¢] 0
> Email Applications (] (1] [+]
» Repository Applications o 1] o
> CRM Applications 0 o ]
v ITSM Applications 8 3 3
M ServiceNow [ 3 3
» Collaboration Applications o o o

Figure 71. Summary reports
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SaaS Security Insights

The SaaS Security Insights Log window allows you to select information fields for closer viewing when analyzing files
scanned through charts. These logs provide the detail of the policy that found the violation, the threat name, the owner,
and over 30 datapoints for identification and threat hunting.

The following are the SaaS Security data types.

Application
Application Category
Department

DLP Dictionary

DLP Engine
Incident Type
Owner Name
Severity
Tenant
Threat Category
Threat Super Category
User
H 3:06:03 PM
Insights Logs ;
L
ZIA
Applicati. Logged Time s File Source Location Advanced Threat Catego. DLP Engine File Name :
ﬂaﬁ&rd ServiceN... Friday, April 09, 2021 2:39:18 P... incident/INC0010004 None SSN-with-Dashes ssn_pdf
E ServiceN... Friday, April 09, 2021 3:06:01 ... incident/INC0010004 None SSN-with-Dashes SSN-eCOrds.csv
ServiceN... Friday, April 08, 2021 3:06:01 . incident/INCO010004 Other Virus None eicar.com.txt
Palicy ServiceN. Friday, April 09, 2021 3:06:02 incident/INC0010004 Other Virus None 3973.at
°ﬂ ServiceM.. Friday, April 09, 2021 3:06:03 incident/INCO010004 Other Virus None eicar.com.txt
o
Administration
ServiceN.. Friday, April 09, 2021 3:06:03 incident/INC0010004 None SSN-with-Dashes Customer.csv

Search

Figure 72. SaaS security insight
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Cloud App Control

The following sections describe how to configure Cloud App Control for use with ServiceNow.

Cloud App Control Policy
Create the policy to allow specific users in a ServiceNow security group to access ServiceNow:

1. Sign into your organization's ZIA Admin Portal with administrator credentials.
2. Select Policy.

3. Select URL & Cloud App Control.

4. Select the Cloud App Control Policy tab.

5. Select Add.

6. Select Productivity & CRM Tools.

URL & Cloud App Control

Configure URL & Cloud App Control Policy

Rules are evaluated in the order specified. Rule evaluation stops at the first match. Cloud app control policies take priority over URL policy. Default
policy which is not visible is to allow all.

Dashboard
|2 URL Filtering Policy Cloud App Control Policy Advanced Policy Settings
Analytics
Add ~ © Recommended Policy Q
‘ IT Services .
Poll ia Action Description .
olicy Legal ; ) escripti :
o [ Productivity & CRM Tools ]
Q* : Sales & Marketing
Administration ICATIONS Allow Application Access i8]
Social Networking
o sforce
(.t‘ Streaming Media
Activation System & Development
ice Admin
Webmail
Search Toddh(toddh@testmypacket.com)
2 Salesforce Block APPLICATIONS Block Application Access ik}

Figure 73. URL & Cloud App Control

This launches the Policy Wizard.

Salesforce
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Cloud App Control Policy Wizard

To create an Allow policy:

1. Set the Rule Order to 1.

2. Enter an intuitive Rule Name.

3. Select ServiceNow for the Cloud Application.

4. Select the security Group that contains the ServiceNow admins and users.

5. Select Allow for Application Access.

6. Click Save.

ZSCALER AND SERVICENOW DEPLOYMENT GUIDE |

Add Productivity and CRM Tools Rule X

CLOUD APP CONTROL RULE

Rule Order Feuke Name
| 1 ...l l Servic
Rule Status
| Enabled - |
CRITERIA
Cloud Applications Users
ServiceMNow vl [ Toddh (toddh@testmypacket.com) - ]
Groups Departments
Any w Asvy v
Locations Lecation Groups
Any L Arvy w
Time User Agent
Always - Ar -

RULE EXPIRATION

Enable Rule Expiration

ACTION

Application Access

Block |

Daily Time Quota (min)

Daily Bandwidth Quota (MB)

Figure 74. Create a Cloud App Control Allow policy
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Cloud App Control Deny Policy

To create the policy to deny all other users:

—_

Select URL & Cloud App Control.

Select the Cloud App Control Policy tab.

Select Add.

Select Productivity & CRM Tools.

Set the Rule Order to 2 (must be after the Allow policy).
Enter an intuitive Rule Name.

Select ServiceNow for the Cloud Application.

Leave all other settings as Any.

0O O N O U WN

Select Block for Application Access.

10. Click Save, then Activate the changes.

Add Productivity and CRM Tools Rule x

CLOUD APP CONTROL RULE
Rule Order Rule Name

Rule Status

[ Enabled v|

CRITERIA
Cloud Applications Users
SarviceNow w Ay w
Groups Departments
Any - Any -
Locations Location Groups
Any v Any -
Tirmae Usar Agent
Always w Any -
RULE EXPIRATION

Enable Rule Expiration

ACTION

Application Access
=

Figure 75. Create a Cloud App Control Deny policy
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Users who try to access the ServiceNow application through Zscaler and do not have permission get the following
Website blocked window. Zscaler administrators receive alerts and logs about the event.

URL & Cloud App Control

Configure URL & Cloud App Control Policy

ﬂ Rules are evaluated in the order specified. Rule evaluation stops at the first match. Cloud app control policies take priority over URL policy. Defauilt

policy which is not visible is to allow all
Dashboard

[a2 URL Filtering Policy Cloud App Control Policy Advanced Policy Settings
Analytics ,
Add v , o o ) )
& | @ Sorry, you don't have permission to visit this site.
Policy Rule Or... Rule Name Criteria
Website blocked
¢° PRODUCTIVITY & CRM TOOLS
hod Not allowed the use of this business site
Administration 1 ServiceNow Access  APPLICATIONS
ServiceNow ServiceNow
:j
USERS

Activation

Toddh(toddh@testmypadl] €€ our internet use policy.

Q 2 ServiceNow Deny ... APPLICATIONS Need help? Contact our support team at +91-9000000000, suppon@10656179.zscalerthree.ne!
Search ~
ServiceNow I

D30

Figure 76. Cloud App Control Deny policy
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Cloud App Control Logs

Zscaler analytics provide visibility to see any activity for ServiceNow access, or to get usage reports. To view the
ServiceNow logs for a certain time frame:

—_

Sign into your organization's ZIA Admin Portal with administrator credentials.
Select Analytics.

Select Web Insights.

Select the Logs tab.

Select the desired time frame, or custom time frame.

Select Add Filter.

Select Cloud Application.

Select ServiceNow.

0O O N O U WN

Apply filters.

Insights | Logs : Apr 13, 2021 04: - Apr 13, 2021 04:11:50 PM
g g Insights Logs ®
Timeframe No Event Tim ~ " n Act o
o vent Time = User : Policy Action Location
Current Day: 4/13/2021
1 Tuesday, April 13, 2021 4:11:50 PM toddh@testmypac Mot allowed the use of th Road Warrior
Dashboard
- Number of Records Displayed 2 Tuesday, April 13, 2021 4:11:50 PM toddh@testmypac Mot allowed the use of th Road Warrior
S or EEEEECENE
3 Tuesday, April 13, 2021 4:11:50 PM toddh@testmypac Mot allowed the use of t Road Warrior
‘ Select Filters 4 Tuesday, April 13, 2021 411:50 PM toddh@testmypac Not allowed the use of th, Road Warrior

Poscy

Cloud Application

4
[
Lo ¥
Administration

Apply Filters

Figure 77. Create a Cloud App Control log
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ZDX for ServiceNow

The following sections describe how to configure ZDX for use with ServiceNow.

Configure ZDX for ServiceNow

Log into the ZDX Admin Portal with administrator credentials to begin the configuration process.

C 0O & admin.zdxcloud.ne

LOGIN ID PASSWORD
(92803’9{ zdx-admin@10656179.zscalerthredie | | Type Your Password = |
Digital Experience
" Remember my Login ID @ English (U...

New Features Available

Your cloud was upgraded and a variety of
new features and enhancements are now
available to you.

Learn More

Curated resource ZTt
for transformational ClOs Zscaler SASE at a Glance n Anywhere” «pl Benefits

Explor Learn More

Figure 78. ZDX user experience monitoring for ServiceNow
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Configure ZDX for ServiceNow

ServiceNow is a predefined application in ZDX. To configure the ServiceNow application for ZDX monitoring:

1. Select Configuration.

2. Select Applications.

3. Select the Expand icon next to the ServiceNow app.
4. Enter the URL for your ServiceNow tenant login.

5. Click Submit to onboard ServiceNow.

4+ Add New Custom Application

< Applications Probes
@ Predefined Applications (8) @

ZDX Dashboard

Application 2 Status

B > box Box © Disabled ra
Applications
> i Microsoft Teams © Disabled
® > && OneDrive for Business © Disabled
Users
> el Outlook Online © Disabled
Q > & Salesforce © Disabled ’

User Search

now ServiceNow © Disabled

Configuration

o

Administration

A

Alerts

©

Activation

Enter Tenant ID to onboard ServiceNow

https:// developer .service-now.com

> !. SharePoint Online Disabled

[ ] > S Zoom © Disabled
S

Account

Figure 79. Onboard the ServiceNow app
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Configure Probes for ServiceNow Monitoring

After clicking the Submit button, the ServiceNow app is enabled for monitoring and the pre-configured probes are
displayed. The probes consist of a CloudPath probe uses Internet Control Message Protocol (ICMP) Trace Route, and a
landing page probe to the dev1023676.service-now.com location to monitor page load times.

Modify the CloudPath probe so that it follows the path of the landing page probe so there is no confusion about the
results since this is entirely for ServiceNow monitoring.

To edit the rule:

1. Activate the changes.

2. Select the Edit icon to edit the probe.

L~ Applications Probes ; + Add New Probe
ﬂ All User Groups v All Applications v All Probe Statuses b

2DX Dashboard —
Search Apply Reset

i

Applications " o
now ServiceNow

®

o

’ -_ e o very "
Usar Search at A a

& Web y- "
Conflguration

e

Administration
\erts

&

Activation

Figure 80. ZDX user experience monitoring for ServiceNow
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Configure Probes for ServiceNow Monitoring

To configure probes for ServiceNow monitoring:

1. Select ServiceNow Account Login Page Probe under Follow Web Probe.

2. Select Next.

Edit ServiceNow CloudPath Probe b 4

00 Configure Probe

GENERAL

Name

ServiceNow CloudPath Probe

e Additional Parameters e Review

Status

 cra

Application

ServiceNow

Run Frequency (minutes)

15

Probe Type

Cloud Path

Follow Web Probe

ServiceNow Landing Page Probe | X w

Probe Class

. O

PROBING CRITERIA

User Groups

Figure 81. Edit the network probe

Users
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3. Validate the destination host to monitor. Ensure it is your ServiceNow Login URL.

4. Select Next.

5. Review and Activate the changes to the probe.

Edit ServiceNow CloudPath Probe ) ¢

00 Configure Probe 69 Additional Parameters e Review

CLOUD PATH PROBE CONFIGURATION

Probe Name Application Name

ServiceNow CloudPath Probe ServiceNow

Protocol Packet Count €@

ICMP e 1" &
Interval (ms) @ Timeout (ms) @

1000 1000

Cloud Path Host

dev102367 .service-now.com

m Previous Cancel

Figure 82. Edit the CloudPath probe
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The ZDX-Enabled ServiceNow Application

The ServiceNow application monitoring is activated, and the probes begin for everyone using the Zscaler Client
Connector. The figure shows the Zscaler Client Connector running the digital experience and the service is on.

H H 4+ Add New Custom Application
Applications Probes Bk
Predefined Applications (8) @ szscabf =
Application e Status a Connectivity
4 Private Access ool e
> box Box € Disable '

Internet Security

b i Microsoft Teams

=7
> & OneDrive for Business -
o Troubleshoot
> o3 Outlook Online © Disablg """ —
> & Salesforce @ Disableg ™"
> now ServiceNow ® Enabled V4
> & SharePoint Online © Disabled
> .2 Zoom @ Disabled

Figure 83. Active ServiceNow monitoring
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Create an Alert for the ServiceNow Service

As a final configuration step, create an alert to email when there is service degradation of the ServiceNow application. You
can configure an alert for network, application, or device thresholds. You can create an alert rule with any of the following:

Network Probe: Latency, My Traceroute (MTR), packet loss, number of hops
Application Probe: DNS response time, page fetch time, server response time, web request availability

Device Monitor: CPU usage, bandwidth, battery, CPU, disk, Wi-Fi signal strength, memory, sent and received Mbps
To create an alert on page fetch times:

1. Select Alerts.
2. Select Rules.
3. Select Add New Alert Rule.

f; Alerts + Add New Alert Rule
1

7
=
®
=

B

2

Figure 84. Creating an alert
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4. Configure Rule:

a. Name the Rule.
b. Select Enable under Status.

Give the alert an appropriate severity.

a o0

Select an application Type.
e. Click Next.

Add New Alert Rule b 4

09 Configure Rule e Filters e Criteria o Action e Review

Name Status

ServiceNow Degradation Alert : ® Enabled Disabled

Severity Type

High v Application A4

Figure 85. The Alert Creation wizard step 1
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5. Filters:

a. Select ServiceNow as the Application.

b. Select ServiceNow Landing Page Probe for the Web Probe.
c. Click Next.

Add New Alert Rule

o@ Configure Rule 60 Filters e Criteria e Action e Review

‘

Application Web Probe

ServiceNow v ServiceNow Landing Page Probe v
Locations

All Locations v 0

| © Add Filter v

Previous Cancel

Figure 86. The Alert Creation wizard step 2
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6. Criteria creates the threshold that triggers the alert. Use multiple variables to eliminate false positive.

a. Select Page Fetch Time.

b. Select the time to exceed 5000ms (five seconds).
c. Click Next.

Add New Alert Rule X

o@ Configure Rule e@ Filters e@ Criteria o Action e Review

ALL w

Page Fetch Time v >= W 5000 | ms

© ADD w

Expression @& Show Preview

m Previous Cancel

Figure 87. The Alert Creation wizard step 3

©2022 Zscaler, Inc. All rights reserved. 95



ZSCALER AND SERVICENOW DEPLOYMENT GUIDE |

7. Add throttling to control the scope of the alert. Then define the action as email. The action can also be defined as an
authenticated webhook to send the alert to a Slack channel:

. Enter 10 for the number of times the probe time must exceed the threshold.

a
b. Select 10 Percent for the Minimum Devices Impacted.

8]

Select Email as the Delivery Method.

o

Enter the Alert Recipients email addresses separated by commas.

e. Click Next.

Add New Alert Rule b 4

00 Configure Rule 60 Filters 60 Criteria 00 Action e Review

THROTTLING

Alert Only if Repeated Times in a Row

Minimum Devices Impacted In Group

Geolocations v

ACTION

Muted Alert Delivery Method

| Email x v

Alert Recipients

}harc ourt@zscaler.com

&3 Email Preview

m Previous Cancel

Figure 88. The Alert Creation wizard step 4

©2022 Zscaler, Inc. All rights reserved. 96



ZSCALER AND SERVICENOW DEPLOYMENT GUIDE |

The completed rule set for the alert:

= Alerts Rules + Add New Alert Rule
ﬂ All Applications & Probes hd All Severities e All Locations hd All Geolocations W

ZDX Dashboard
Apply Reset

Applications

Rule Name Status § Last Triggered Type cat Probe - elivery Method
@ I > ServiceNow D... nabled - Application ServiceNow ServiceNow L... Email £ L x
Users
User Search <4 Add New Alert Rule

Configuration

e

Administration

Activation

Figure 89. The completed rule set
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The Triggered Alert for the ServiceNow Service

You can see the triggered alert generated by the threshold settings in the rule set. Click the rule name or the View icon to
see more detail about the alert.

@> 7 Alerts Rules 2Hows v

ﬂ All Alert Rules v All Impacted Devices v All Impacted Gealocatior v All Impacted Applications v

20X Dashboard
ONGOING ALERTS ALERT HISTORY MPACTED DEVICE MPACT 3 ATION MPACTED APPLICATIONS

@ 1 °0 O 1 o0 1 °0 1 %00

Q Ongoing  Alert History

Soverity Rule Name Type Impacted Impacted Ge impacted Started On Ended On © I

| L] ServiceNow Degradation Alert [ Application ServiceNow 1 Geolocations 1 Devices Apr 18, 2021 12:55:00 PM CDT Ongoing @

",
L

Figure 90. The alert
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Alert Detail for the ServiceNow Service

The following details the triggered alert showing impacted user and devices, impact location, and threshold details.

@ 4 Alerts Started On: Apr 16, 2021 12:55-:00 PM COT Ended On: Ongoing Application: ServiceNow

® #6951820390129902722 | ServiceNow Degradation Alert
@

ZD% Dashbaard

All Devices VAl Departments “All Locations Al Geolocations “All Device OS Versions w Apply Resat
FEE 00 TOP DEPARTMENTS TOP GEOLOCATIONS TOP ZSCALER LOCATIONS
@ Number of Devices per Department Number of Devices per Geolocations Number of Devices per Locations

Usars )

Q

Uner Search

Expression Triggers

{ Page Fatch Time == 800ms )
Average 878 ma | Maximum: 878 ma

Conliguration

m Impacted Geolocations (1) @

Adeninistration

a

Acount

Impacted Devices (1)

Device - User ID - Department < Zscaler Location = Geolocation

* > toddn (Apple MacPros,1 Version ... Toddh (toddh@testmypacie. Biz Dew Rosd Warrior Spring, Texas, US @

Figure 91. Alert details
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The Sent Alert Email for the ServiceNow Service
The following email alert sent to the recipients when the threshold is exceeded. Another email is sent when the threshold

returns to normal values if the alert is an ongoing or continuous alert.

no-reply@zscaler.com BSinbox - Zscaler 113PM (S
ZDX Alert# 6951820390129902722 Started “

To: Todd Harcourt

2021-Apr-16 18:13 UTC 6951820390129902722

Alert Criteria Triggers
(Page Load Time >= 500 ms) avg

Alert Timeline
2021-Apr-16 17:55 UTC Ongoing

Alert Rule Alert Severity

ServiceNow Degradation Alert ® High

Impacted
1 Geolocations
1 Departments
1 OS Versions

1 Devices

Figure 92. The alert email
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Using the ZDX Dashboard

The ZDX dashboard provides a single page to monitor the user experience (ZDX Score) of all users and all applications. An
active heat map shows any locations globally with issues.

Performance Overview

-
Maost Imp: Ap
@
0= now
. e
(2}
u: Reg! 20% o
_ w—
1y
®

Figure 93. The ZDX Dashboard
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Application Overview
Select Applications in the left-side navigation. This displays the Applications Overview and shows all the configured
applications and the individual ZDX Score:

1. Select Applications.

2. Select the ServiceNow app.

Applications Overview 4Hours v
ZDX Dashboard All Departments v All Zscaler Locations v Active
Applications Application 5 ZDX Score Trend 9 Most Impacted Location
® www.testtheproxy.com [ 80 / 10¢ Road Warrior
Users ServiceNow [ | 100 / 100 Road Warrior

Q

User Search

Configuration

Figure 94. Applications overview

©2022 Zscaler, Inc. All rights reserved. 102



ZSCALER AND SERVICENOW DEPLOYMENT GUIDE |

ServiceNow Application Performance Detail

The top portion of the application details show a historical view of the ZDX Score and the page fetch time. The spike of
the page fetch time indicates a possible slowdown of the ServiceNow service itself.

<

now ServiceNow 2Hours v

ZDX Dashboard All Departments b d All Zscaler Locations e Active Geolocations b A,ppiy Reset

a ZDX Score Over Time
Applications

Alert Page Fetch Time

Figure 95. Application details
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The bottom portion of the app details show the Top Zscaler Locations, Top Cities, and the Top Departments using the
application and the ZDX Scores at a glance. You can see the probe data, with minimum, maximum, and average response

times.

TOP DEPARTMENTS

ZDX Score per Department

100

Probe Status

4 ServiceNow Landing Page P...[&

# Web

https:/
com

© Page Fetch Time

vg: 10

&) Server Response Time
Min: 715 Avg: B71 Max: 2217

& DNsS

Min: 33m Avg: 52mMax: 133m
5 s :

@ Availability

Min: 0% Avg: B8% Max: 100%

Figure 96. Application details

TOP REGIONS

ZDX Score per Region

Biz Dev 100

Enabled Probes

4 ServiceNow CloudPath Probe &

© Total Latency

n: 63m Avg: 81m Max: 89m

© Packet Loss

1 0% Avg: 53% Max: 90%

© Packet Count
Min: 11 Avg: 11 Max: 11

@ Total Number of Hops

fin: 9 Avg: 17 Max: 33

TOP ZSCALER LOCATIONS

ZDX Score per Zscaler Location

Road Warrior

# Collapse All
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User Overview

The User Overview provides information about all the users of an application. Select ServiceNow and then Apply to see
all the ServiceNow users. You can select users by Poor, Okay, or a Good ZDX Score. You can get more detail on the user
by clicking the user name or the View icon on the right. Select a user to display more detail.

o> .
- User Overview 2Hours v

®

ZDX Dashboard E=HE=Im v All Departments W All Zscaler Locations W
Active Geolocations W All Users v Apply Reset

TOTAL ACTIVE USERS

1 o0

I

Applications

(D)

0

User Search

TOTAL ACTIVE DEVICES

%o 0
Configuration

&

8

Administration

ZDX SCORE USER DISTRIBUTION ©

P>

®

Activation

Poor Okay Good
User ZDX Score Zscaler Locations Geolocations Devices
® Toddh (toddh@te 1 11 Road Warrior Texas toddh (Apple Ma... @ [ &
s

Account

Figure 97. User overview
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ServiceNow User Detail

The user detail shows data to help isolate any user experience issues. Select and apply the ServiceNow application to
see the detail of the user experience for the ServiceNow app. This report provides the Users Devices and device-specific
detail (OS, Device type, Network Information, etc.) by clicking the device. The ZDX Score is also displayed in a timeline,
along with details of Page Fetch Times, Server Response, DNS Response, Probe Detail, and Device Health.

Bisgerh '
2 Hours o me Start Deep Tracing
“* (toddh@testmypacket.com)
ZDX Dashboard
v All Zscaler Locations v Active Geolocations e QESEI
Applications USER DEVICES
Users s
[_1 toddh (Apple MacPro5,1 Ver... o "‘-\..._\__
User Search
APPLICATIONS Apr 16, 2021 11:50 AM CDT - Apr 16, 2021
Configy o
¢: ServiceNow
Administration ~
now 100 out of 100
T
@ ZDX SCORE OVER TIME @
°
- ]
Account
e

Figure 98. User detail
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This is the end-to-end visibility of the data path the user is taking to get to the ServiceNow Saa$ service. If there is any
issue from the users’ device health, the network at the home office, any service provider in the path, or an issue with
Zscaler, or ServiceNow itself, ZDX provides the visibility of the cloud to the Zscaler administrators from any of their users’
individual environments.

Apr 16, 2021 01:38 PM CDT

Command Line View

< ims 12ms

Figure 99. User detail: end-to-end connection detail (1of 2)

Apr 16, 2021 01:38 PM CDT

Hop View Command Line View

IP Address
|10.1.1.254
[10.1.14
| 96.120.16.121
| 173.167.58.217
| 89.149.185.58
| 209.120.132.153
| 165.225.216.3
| 165.225.216.243
| 165.225.216.3
| 216.119.6.249
| 64.125.26.202
| 64.125.29.53
| 64.125.28.144
| 64.125.29.43
| 64.125.29.1
| 208.184.79.78
| Mo Response
| 149.96.6.118

O m NGO R WN =

Hop Direction Service Pro...

| Client
Iv [-
| Egress | Comcast Ca.

|+ | Comcast Ca...

|+ | GTT Commu
| | GTT Commu
| + | Zscaler
| ZIA Public Sery Zscaler
| 4 | Zscaler

| 4 | Zayo Bandwi...

| ¢ | Zayo

| 4 | Zayo

| 4 | Zayo

|4 | Zayo

| ¢ | Zayo

| + | Zayo

|+ |-

| Application | Servicenow

Region

... | Derby, England

... | Jacksonville, Florida

| Dallas, Texas
| Dallas, Texas
| Dallas, Texas

| -
| -
|_
|_
| -
:
| -
| -

Figure 100. User detail: end-to-end connection detail (2 of 2)

rooklyn, New York

| «

| -

| United States | 7922
| United States | 7922
| United King... | 3257
| United States | 3257
| United States | 22616
| United States | 22616
| United States | 22616
| United States | 19158
| United States | 6461

| United States | 6461

| United States | 6481

| United States | 6461

| United States | 6461

| United States | 6461
|- |-

| United States | 16839

Assignee

| -

| Comcast Cable

| Comcast Cable

| GTT Communication...
| GTT Communication...
| Zscaler

| Zscaler

| Zscaler

| Zayo Bandwidth

| Zayo

| Zayo

| Zayo

| Zayo

| Zayo

| Zayo

| -

| servicenow
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ZDX ServiceNow Application

The ServiceNow solution integrates with ZDX Alerting to set up near real-time alerts that are pushed through webhook to
the ServicenNow Incident Management system and the ability to create Deep Tracing sessions right from the ServiceNow
instance.

The Zscaler Digital Experience Incident Management integration application provides the following features:
Automatically create Incidents in a customer’s ServiceNow instance whenever a rule configured in the Zscaler Digital

Experience (ZDX) Admin Portal has been triggered.

Zscaler Digital Experience’s Deep Tracing feature has been enabled in the application: it is designed for creating Deep
Tracing Sessions in ZDX Admin Portal from ServiceNow, thus reducing the number of actions needed to resolve
Incident.

Requirements:

Internet Technology Service Management (ITSM) software, which integrates with ZDX and must be configured on the
ZDX side (alerting, webhook, system users, etc.). Instructions are included the following sections.

For more information about ZDX alerts, see About Alerts (government agencies, see About Alerts). For
more information about ZDX users and roles, see Adding ZDX Roles (government agencies, see Adding ZDX
Roles).

A web service user who is used to authenticate against target ServiceNow instances.

A System user on the ZDX side who is used to authenticate against ZDX API to create Deep Tracing sessions.

Install the ZDX ServiceNow Application

To install the ZDX ServiceNow application:

1. Login to the ServiceNow Instance as administrator.

2. In the Filter Navigator type Applications.

3. Click All.

4. In the search bar, type Zscaler Digital Experience.
5. Click Install.

ServiCennw. sericeManagement E K @) ssenidninsar - QP B &
R All Applications ¢ [ E Findinstore | RequestPlugin
FILTERS @, Zscaler Digital Experience
Organization ¥ Listing type
Business Applications Applications 1 results for "Zscaler Digital Experience” Sorthy  A-Z =
ServiceNow Products
MID Server
o ¥ Obtained Other
Ppiicions Zscaler Digital Experience
nstalled < SR
System Applications " e " 0
Not Installed Receive ZDX alerts using web-hook notifications and transform alerts to incidents within ) 200085 Install B
ServiceNow
Getting Started Hpc
Customized e ptmmnage; | (Fiee | by Zacse i servicenow  Storo
Studio
Installation Scheduled ~
¥ All Available Applications
¥ Price
All e
Available To Obtain From Store Paid

Figure 101. Install ZDX ServiceNow App
6. Once the installation is complete the browser window automatically reload
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Configure ServiceNow Service Account in ZDX

Before configuring the integration, Zscaler recommends creating a dedicated service account with Web Service Access
Only rights.

To configure the service account in ServiceNow:

1. Login as administrator to the ServiceNow instance.

2. In the Filter Navigator, type sys user.list.

ServiCenow semwice Management

sys_user.list

=

Figure 102. Filter type sys_user.list

3. Inthe list of users, select New.
4. Provide a User ID for the new user. This is used by ZDX for authentication.
5. Provide a First Name, Last Name, and Password.
6. Provide an Email address for the service account.
7. Select Web Service Access Only.
8. Click Submit.
UserID I zdx_snow I 0 Email 2dx_snow@securitygeek.io =
First name Zscaler Language English bl
Last name Digital Experience Calendar integration Outlook v
Title Q Time zone System (America/Los_Angeles) o
Department Q, Date format System (yyyy-MM-dd) M
Password I ......... Ig Business phone
Password needs reset Mobile phone
Locked out Photo Clickto add...
Active |
Web service accessonly v g

Figure 103. Configure service account
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Q. Edit the user's roles and add the x_zsca2_zdx_manage.zdx_management role so that it can access the application

and its contents.

Entitled Custom Tables = Roles(l) Groups Delegates Subscriptions

= FRoles m Search Role ¥  Search 1 |tolofl =]

]E ? User = Zscaler Digital Experience

@ O\ = Role = State = Inherited = Inheritance Count

@ l X _zsca2 zdx manage.zdx management Active false

1 tolof1l

Actions on selected rows...

Figure 104. ServiceNow User Role

Configure the ZDX ServiceNow Application

To configure the ZDX ServiceNow application, type Zscaler Digital Experience in the filter navigation

1. Select Setup.

SerVicenQW Service Management

Zscaler Digital Experience ®

= * O

Zscaler Digital Experience
Setup
Settings
Support

ServiceNow Incidents

ZDX Alerts History
Figure 105. Find ZDX in ServiceNow
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2. Click Get Started in Configure the connection and settings.

SErVICENOW. service Management & @ scrmimnsno - O P @
Zscaler Digital Experience ® St ) :
0% Zscaler Digital Experience Setup filter  Showall W
IL * G) Camplete

° Configure the connection and settings 0/ 4 Tasks completed

Zscaler igital Experience @
0% Configure Web Service User in ServiceNow

Setup Configure the authentication credentials to establish connectivity
between Zscaler Digital Experience and ServiceNow Configure Deep Tracing Role for interactive users in
Settings ServiceNow

Configure Service User in Zscaler Digital Experience

Suppart Status: Not Started
tatus: Not Starte Configure Application Settings

ServiceNow Incidents Get Started

ZDX Alerts History

& Verify the Incident Data SHp 93 Tazks completed

0% Configure Webhook in ZDX
Test Webhook Configuration

Test Deep Tracing Integration

Status: Not Started

Get Started

Figure 106. Set up ZDX

Configure Deep Tracing Role for Interactive Uses in ServiceNow
For those interactive users who will be working with the Deep Tracing feature, the zdx_dt_management role should be
assigned as follows:
1. Go to All > User Administration > Users and then open a user record.
2. In the Roles related list, click Edit.
3. In the Collection list, select the x_zsca2_zdx_manage.zdx_dt_management role and assign it to the targeted user.
4

Click Save.

E A user inherits roles from all groups to which the user belongs. You can also assign roles directly to a user.
Whenever a user is assigned a new role, it only takes effect after logging in with a new session.
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Configure Service User in Zscaler Digital Experience

In order to authenticate against the ZDX API it is mandatory to create a service user in ZDX. Below steps describe the
process of creating such user in ZDX:

1. Go to Administration > Role Management > Add ZDX Role.
2. Enter a Name (e.g., ServiceNow Role).

3. Configure permissions as shown in the following table.

Permission Name Required Value

Deep Tracing Full

Webhooks Full

User and Device Names Visible

Configuration Access Full
Alerts Full

UCaa$S Monitoring View Only

4. Click Save.

5. Go to Administration > Administrator Management > Add ZDX Admin.
6. Enter a Login ID (e.g., servicenow_user)

7. Select the role you created previously.

8. Enter an Email and Name, and select a scope.

Q. Enable Password Based Login option and enter secure password.

10. Click Save.
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Configure Application Settings

Configure applications settings such as caller name, alert category, logging level and other properties.
1. Click Configure.

Configure Application Settings  View Notes

Completed 3m ago by System Administrator
Mark as Incomplete Configure

Assigned to System Administrator

Configure applications settings such as caller name, alert category, logging level and other properties.

For detailed explanation of properties look into the "Scoped Application Installation and Configuration Guide

Figure 107. Configure Application Settings

2. In the Zscaler Digital Experience Properties page, enter the required information.

3. Click Save.

Zscaler Digital Experience

Zscaler Digital Experience Properties
Enter a username to use for Caller Name field (Make sure to use web service user'sID) (D)

| zdx_snow |

Enter category name to use for grouping ZDX incidents (Make sure to use existing Category) (3)

|.Inquwaelp |

Specify the logging level for the transform script ()

| Information v |

Only create incidents for severity level or higher (3)

High V|

Automatically resolve incidents if the alert ended (2)

[aYes | No

Enter a default name or ID of the resolver for automatically resolved incidents (Make sure to use web service user's ID) (%)

| 2dx_snow |

Select resolution code for automatically resolved incidents (%)

| Closed/Resolved by Caller V|

Enter a ZDX Admin Portal URL. Supported format: [subdomain).[second-level-domain].[top-level-domain] - e.g. company.my-zdx.net @

Iadmm,zdxcloud.net |

Enter the login ID used to access the ZDX Admin Portal (3)

| servicenm\r_user |

Enter the password used to access the ZDX Admin Portal (3)

Figure 108. Configure ZDX properties
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Configure ZDX Webhook in ZDX

To configure ZDX to perform Webhook calls into ServiceNow:

1. Login as administrator to the ZDX portal.

2. From the sidebar select Administration and from the opened menu select Webhooks.

3. You are redirected to the Webhooks windows. Click Create new webhook.

4. Use the following URL for the Incident Management endpoint:
https://[your-instance-id].service-now.com/api/x zsca2 zdx manage/
incident management api

5. Use the credentials for the user you created in the previous step.

6. In order to test the integration go to the webhook configuration page in ZDX, open your webhook and click Test

Webhook.
7. Click Save.
Edit ServiceNow ITSM Integration X
GENERAL
Name Status
ServiceNow ITSM Integration
URL

https:/{[your-instance-id] .service-now.comfapi/x_zsca2_zdx_manage/incident_management_api

AUTHENTICATION
Authentication Type

Username Password

zdx_snow  sseassees

Cancel

Figure 109. Edit ServiceNow ITSM Integration

8. Go to the ServiceNow instance and from the ZDX application and select the ServiceNow Incidents menu to verify
that a test alert created an incident.

Search Search Search “Z0X Search Search Search Search Search Search Search Search

2022-10-28 Zscaler Digital 2022-11-23

O] INCOD10001 true ZDX Alert test 5« Plannin; Resolved Inquiry / Hel; (empty] fem dx_snos
W “ 132731 Experience e “ i . " 17:40:27 wnow
@ INCO010002 true i:iﬁu Test Deep Tracing Z0X Abraham Lincoln  5- Planning New Inquiry / Help (empty) {empty) i:::_;l:]“ admin

Figure 110. ServiceNow Incidents Menu
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Test ZDX Deep Tracing Integration with ServiceNow

To ensure that the Deep Tracing connection is also working correctly:

1. In the Filter Navigator search for Zscaler Digital Experience.
2. From the menu select ServiceNow Incidents.

3. Open target Incident record.
4

. Go to the Deep Tracing section.

Notes Related Records = Resolution Information = Deep Tracing
There are no related Deep Tracing Sessions

Update Deep Tracing Resolve Delete

Figure 111. Deep Tracing Sessions

You might see the information message There are no related Deep Tracing Sessions. This means that no deep tracing
sessions related to the current incident exist in ZDX.
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ZPC: ServiceNow Integration for Ticket Creation

Zscaler Posture Control (ZPC) integrates with ticketing systems to automatically log incidents when misconfigurations or
compliance violations are discovered. These violations and misconfigurations can be related to cloud environments such
as AWS, Azure, GCP, and laC events. ZPC integrates with incident management (ticketing) tools such as ServiceNow to
automate the incident creation and expedite resolution.

The process to configure the integration includes the steps below:

Create a ServiceNow user account with Web Service Only capability to open incidents in the SNOW platform.
Configure ZPC Incident Management for ServiceNow integration.
Create a ZPC Notification Rule.

Verify ServiceNow Incidents tickets for ServiceNow admins.

ServiceNow: Configure Service Account

Before configuring the integration, Zscaler recommends creating a dedicated service account with “Web Service Access
Only” rights.

To configure the service account in ServiceNow:

1. Login as administrator to the ServiceNow instance.

2. In the Filter Navigator type sys user.list.

ServicCenow serice Management

sys_user.list

=

Figure 112. Filter type sys_user.list
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3. In the list of users, select New.
4. Provide the User ID for the new user. This is used by ZPC for authentication.
5. Provide a First Name, Last Name, and Password.
6. Provide an Email address for the service account.
7. Select the Web Service Access Only option.
8. Click Submit.
User ID I zdx_snow I 0 Email zdx_snow@securitygeek.io =
First name Zscaler Language English v
Last name Digital Experience Calendar integration Outlook v
Title Q Time zone System (America/Los_Angeles) ~
Department Q, Date format Systemn (yyyy-MM-dd) v
Password I sesnsnsss Ig Business phone
Password needs reset Mobile phone
Locked out Photo Click to add...
Active v
Web service access only  +* 9

Figure 113. Configure service account
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Configure ZPC and ServiceNow Integration

To configure the ServiceNow ticketing system integration:

1. Login to the ZPC portal as an administrator.
2. Go to Administration, then select Integrations.

3. On the Integrations windows, click Add under the ITSM section.

@ Configuration

Cloud Accounts
Version Control & CI/CD Systems
Workstations & IDEs

ame s Log Type v
Container Registries & Workloads

No Cloud Storage Configuratiot

Business Unit Management

Single Sign On
Scheduled Reports

Investuaton ﬁ Authentication & Authorization ame 8| tastnaine ~
Administrators and Groups No ITSM Configurations cc

Role Management
Policies

©

Cloud Posture

Q.0
O
=:

Administration

Figure 114. ZPC Integrations
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1. Go to ITSM and select Add. The Add ITSM Integration window displays.

B
Integrations
~ Cloud Storage (0) ® add
Cloud Storage % Integration Name %  Log Type %  LastSent &  Status % DataTransfer %  Actions
Mo Cloud Storage Configurations configured
ITSM (0) @ Add
Investigation IT Service %  Integration Name %  Hostname s

s

Policies

No ITSM Configurations conf

Last Sent §  Status ¢ DataTransfer &  Actions

igured

Figure 115. ZPC ITSM Integrations

2. Give the integration a name.

Select ServiceNow.

4. Click Next. The Add ITSM Details window displays.

¢« AddITSM Integration

© Integration Information
Dashboard

5

Investigation

Policies

@

Cloud Posture

Figure 116. Add ITSM Integration

Integration Information

Zscaler Posture Control allows you to configure an integration with IT Service Management (ITSM) to send alerts

to an external third-party system. Follow these steps to set up a new integration.

You may manage the alerts you wish to set

management page. Learn More

Integration Name

up with this integration at a later stage from the Alert Rules

ServiceNow-ITSM

IT Service

ServiceNow

Jira
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5. Enter the ServiceNow instance ID into the ServiceNow Hostname.

6. Enter the ServiceNow account with rights to create incidents into the ServiceNow Username.

7. Enter the ServiceNow Password.

8. Click Test Connection. If the validation was successful, the message ServiceNow credentials have been validated
displays.

Q. Click Next.

¢ Add ITSM Integration

ZPC

Dashboard

Integration Information ITSM Details

Please add your ServiceNow login credentials in order to connect to: ServiceNow-ITSM (ServiceNow).
ITSM Details

Authenticate your login credentials before proceeding. ServiceNow Troubleshooting

ServiceNow Hostname

I v | .Service-now.com

Investigation

ServiceNow Username
I | v
ServiceNow Password

© I ] Y

Cloud Posture

Policies

D Reset Validation

Eo%

2 @ ServiceNow Credentials have been validated.

Administration

Figure 117. ITSM Details

10. Review the summary.
1. Click Finish.

< Add ITSM Integration

Integration Information Summary
Dashboard
Please confirm your new ITSM integration settings.
ITSM Details
& v Integration Information &
Alerts
Summary . )
Integration Name ServiceNow-ITSM
0\_30 IT Service ServiceNow

Investigation

~ |TSM Details &

ServiceNow Hostname dev114567.service-now.com
Folicies ServiceNow Username Zpc_snow
ServiceNow Password Y seesrennn

)

Figure 118. ITSM Summary
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Once the configuration is complete, the integration Status is Pending, until a Notification Rule is created and new
notifications are sent to ServiceNow.

Integrations
~ Cloud Storage (0) @ add
Cloud Storage %  Integration Name %  LogType % LastSent %  Status % DataTransfer =  Actions

Mo Cloud Storage Configurations configured

~ ITSM (1) @ Add

ra— IT Service %  Integration Name %  Hostname %  LastSent & Status % DataTransfer &  Actions

ServiceNow ServiceNow-ITSM dev114567.service-now.com - Pending 2 0
it

Policies

Figure 119. ITSM records

ZPC: Create Notification Rules

ZPC sends notifications to ServiceNow ITSM based on alerts generated due to security and compliance violations in cloud
workloads and IAC.

On the Administration Page page:

1. Click Alerts.
2. Select Notifications.

3. Click Create Rule.

Alerts

Cloud Alerts ~1aC Alerts
i (Ceel) =
+ Create Rule Q, Search

Alert Rule Name % Alert Type %  Integration Type State + it

Investigation

Policies

Figure 120. Alerts Notifications
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ZPC: Create A Cloud Notification Rule

To create a cloud notification rule:

—_

Provide an Alert Rule Name to the notification rule.
Select Cloud in Alert Type.

Select Alert Rule Status.

Click Next.

AW

¢« Add Alert Rule

General Information

o General Information Alert Rule allows to selectively send alerts to the Notification Channels.

Alert Rule Name

Scope
| AWS-Alert-Notification
Notifications Alert Type
. © Cloud laC
Review
Investigation Alert Rule Status

Policies

Figure 121. Add Alert Rule

In the Scope window, select the scope for which you wish to receive notifications.
6. In the Select Policy section, select the policies which you want alerts to be sent to ServiceNow.
7. Click Next.

] < Add Alert Rule

PG
' Scope
General Information Select the scope you wish 1o receive notifications for, you may filter the scope for Cloud s o nits.
Dashboard
ew Business Units = Clouds ~ Accounts = Regions ~ | | +©
\
A
lerts Notifications "
b Select Policy
Alerts of selected policies will be sent to the Notification Channels.
Review
Compliance « Severity ¥ Threat Category ~ Policy Type ~ Q, Search
1 Policy % Threat Category Policy Type % Severity % Compliance Cloud =] 4
Policies [J  EC2instances withrole..  Service Misconfigu...  Predefined ® Medium = s
@ 0 Unused Access keys fo... Dormant Accounts Predefined # High - -]
Cloud Posture
Ensure the S3 bucketu.. - Predefined ®  Medium CSA CCM v4.0.1, General Data Pro... | ™%
5
. . 5 aws
Administration O Ensure no Network AC... - Predefined # High CSA CCM v4.0.1, General Data Pro...
Publicly-exposed EC2i...  External Exposure Predefined ® Critical - Lo
Ensure EBS Volume En... - Predefined # High CSA CCM v4.0.1, General Data Pro... b
Rows per page: 10 v 1-10 of 227 < 1oy >

- |

Figure 122. Add Alert Rule Scope
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8. In the Notifications window, select ServiceNow in the ITSM/Ticketing section.
Q. Select the integration configured in the drop-down menu.
10.In Assignee, provide the email address you'd like notifications to be sent when an incident is closed or resolved in
ServiceNow. The following options are available:
a. Send Notifications for closed Alerts.

b. Send Notifications for resolved Alerts.

1. Click Next.

& Edit Alert Rule

: Notifications
@  General Information

b Alerts will be sent to the selected Notification Channels
ashboar
Messaging
& scope i
O Email
VAN
Aorts © Notifications
ITSMTicketing
ae Review ServiceNow
Investigation ServiceNow-ITSM -

Assignee
zpc_snow@zscaler.com

Send Notifications for closed Alerts

Send Notifications for resolved Alerts

WYY
0,0
o
e Cloud §
Administration loud Storage
O aws 53
) Azure Blob

Figure 123. Edit Alert Rule

12. In the Review window, review the information to ensure everything is correct.

13. Click Finish.

< Edit Alert Rule

v

ZP
Review
General Information
v General ¢
Dashboard
Alert Rule Name AWS-Alert-Notification
Scope
Alert Type Cloud
L Alert Rule Status ENABLED
Notifications
v Resource Scope /
Review Business Unit 6 Selected
Cloud Service Provider All Selected
LT Account All Selected
Regions All Selected
Policies All Policies Selected

Policies

@

Cloud Posture

Ro%
[l

e}

Administration

Figure 124. Review Alert Rule

v Notifications &

Messaging
ITSM/Ticketing
Cloud Storage

Not Configured
ServiceNow

Not Configured
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The alert is displayed in the Notifications window.

] Alerts

ZPC
Cloud Alerts 1aC Alerts

Dashboard + Create Rule Q Search

/N Alert Rule Name %+  Alert Type %  Integration Type State ¢  Actions it

[ )
AWS-Alert-Notification |Clwd ServiceNow s 0

h

Investigation

Policies

Figure 125. Alert in Notifications

ZPC: Create laC Notification Rule

To create an |aC notification rule:

1. Provide an Alert Rule Name for the notification rule.
2. Select laCin Alert Type.

3. Select Alert Rule Status.

4. Click Next.

< Add Alert Rule

General Information

o General Information Alert Rule allows to selectively send alerts to the Notification Channels

EELLLELG]

Alert Rule Name

Scope
laC-Alert-Notification
Notifications
Alerts Alert Type
Investigation Alert Rule Status

(1

Policies

Figure 126. General Information
5. In the Scope window, select the Scan Plugin or Repository. Alerts associated with Scan Plugins and Repositories are
sent to the ServiceNow Notification Channel.

6. Configure the Scan Plugin options:
GitHub Actions

a.
b. Jenkins

GitLab

a o

Azure Pipelines

e. Azure Repos

7. Select the repositories for which you want notifications to be sent to ServiceNow via the notification rule.
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8. In Select Policy, ZPC allows several different compliance policy values:

CIS (Center for Internet Security)

CSA CCM (CSA Cloud Controls Matrix)
HIPAA

ISO-IEC 27001

NIST SP 8000

PCI DSS 3.2.1

SOC 22

o 9

- 0 o O

> @

Zscaler Best Practices

< Add Alert Rule

Scope
General Information Select the scope you wish to receive notifications for, you may filter the scope for Cloud Accounts or Business Units
Dashboard
Scope Business Units ~ Clouds ~ Accounts « Regions ~ +
Notifications .
Select Policy
Alerts of selected policies will be sent to the Notification Channels.
Review
Compliance + Severity Threat Category = Policy Type = Q, Search
Investigation
] Policy % Threat Category Policy Type % Severty ¢ Compliance Cloud £]
i1
i
Policies ECZinstances with role..  Service Misconfigu..  Predefined * Medium - s
@ [ Unused Access keys fo. Dormant Accounts Predefined ® High - ]
Cloud Posture
Ensure the S3 bucket u... - Predefined ® Medium CSA CCM v4.0.1, General Data Pro... Lo ]
5
adwiristration [J  Ensure no Network AC... - Predefined ® High CSA CCM v4.0.1, General Data Pro... | ™%
Publicly-exposed EC2i..  External Exposure Predefined e Critical - o5
[]  Ensure EBS Volume En.. - Predefined ® High CSA CCM v4.0.1, General Data Pro... | %
Rows per page: 10 v 1-10 of 227 < 1 j23 >

= - ]

Figure 127. Add Alert Rule Scope
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9. In the Notifications window, select ServiceNow in the ITSM/Ticketing section.
10. Select the integration configured in the drop-down menu.

11. In the Assignee field, provide the email address youd like notifications to be sent when an incident is closed or
resolved in ServiceNow. The following options are available:

a. Send Notifications for closed Alerts.

b. Send Notifications for resolved Alerts.

12. Click Next.
13. Click Finish.

< Edit Alert Rule

Notifications
© General Information
Alerts will be sent to the selected Notification Channels.
Messaging
© Scope i
) Email
© Notifications
ITSM/Ticketing
Review ServiceNow
Investigation ServiceNow-1TSM -
i Assignee
Policies zpc_snow®@zscaler.com
Send Motifications for closed Alerts
(‘_’7 Send Motifications for resolved Alerts
Cloud Posture

O JrA

0,0
o2
P

@

Administration Cloud Storage

O aws s3

) Azure Blob

coneel

Figure 128. Alert Rule Notifications

Alerts are displayed in the Notifications window.

Alerts

Cloud Alerts  laC Alerts  Notifications

re— + Crests Rule Q search

Alert Rule Name $  AlertType % Integration Type State 3 Actions "
AWS-Alert-Notification Cloud ServiceNow s 0
| laC-Alert-Natification laC ServiceNow ’j s 0
—

Figure 129. Alert Rule Notifications page
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ZPC ServiceNow Incidents

ZPC creates incident, problems, or problem tasks for security workflow management and compliance violations found
in your monitored cloud services and IAC. The ServiceNow entries contain the following fields by default (additional
customization can be applied):

Incident: Includes a Short Description, a more Detailed Description, Problem ID, State, Priority, Urgency, Impact,
Assigned To, and a Caller ID.

Problem task: Includes a Short Description, a more Detailed Description, Problem, Workaround, Problem Task Type.

Problem task includes a Short Description and a more Detailed Description.

ServiCenow sevieangement S 6 e - O P @ @
[Of] = oo . v RO A
) ¥
Q 4 = B ooy = ue = ey = =
—— Ecaimances it e s s enaied | ZASLEOTE |9w P [ 3 - bong
b | B2 P leacal span o pravg el B quiy/Hlp oty p—- S -
] I Teennerreer—y o [P O — - -
e Bt C R e———— ] PR [ iy oy P e[
g | B e rloatonntes | St | e | e e oy e 29w
promer] I pne——— ) [ (T P wman | .,
i T——— ] IR - U | o
PR [ e ———— T [ sy ey Wan |
wouge | MEUA St marigadu, | ot |, el
@ | weonzay “”:":F“ Ensure VPC flow logging i enabled in all VPC| f’o‘n’ffo""““" dlow Hew Inquiry / Help fempty) tempty) ;:‘;:’u“ 20c_snow

Figure 130. ServiceNow Incidents page
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Appendix A: Requesting Zscaler Support

You might need Zscaler Support for provisioning certain services, or to help troubleshoot configuration and service issues.
Zscaler Support is available 24/7 hours a day, year-round.

To contact Zscaler Support:

1. Go to Administration > Settings > Company Profile.

Policy

Administration

®

Search

i Settings

My Profile

Alerts
Print All Policies

& Authentication
Authentication Settings
User Management

Identity Proxy Settings

S Resources

Locations
VPN Credentials
Hosted PAC Files

eZ Agent Configurations
SecureAgent Notifications

Nanolog Streaming Service
Advanced Settings

Virtual ZENS

ICAP Settings

Partner Integrations

Administrator Management
Role Management

Audit Logs

Backup & Restore

URL Categories
Bandwidth Classes
Time Intervals

End User Notifications

Figure 131. Collecting details to open a support case with Zscaler TAC
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2. Copy the Company ID.

Company Profile

ORGANIZATION SUBSCRIPTIONS

GENERAL INFORMATION

Company ID

Zscalerthree.net-1008708

Name

Policy
- -Labs - Test Account

Domains

Address Line 1

Address Line 2

Figure 132. Company ID
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3. Now that you have the company ID, open a support ticket. Go to Dashboard > Support > Submit a Ticket.

Zscaler Help Portal

Remote #isistance

Submit a Ticket

Cloud Configuration Requirements (4

Threat Library
Zulu (&

ThreatLabz | Security Research (4

Proxy Test (4
URL Lookup
Blacklisted IP Check

Zscaler Analyzer (4

Sales & Ma
W Other

Figure 133. Submit a Ticket
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