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Cobian RAT - A Backdoored RAT

A free RAT builder with a message:
you get what you pay for.
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User systems compromised by the
malicious payload initially communicate
with the C&C server configured by the
second-level operator, but they get
subsequent instructions to communicate
with the original author’s C&C. The original

author is able to take full control of
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compromised systems, and, if desired, cut
off all communications to the second-level

malware operator. Vi, ¢") V,
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&% The Cobian RAT appears to be yet another RAT spawned
from the leaked njRAT source code. It’s ironic watching
these second-level operators use the kit to propagate
malware in order to steal from their victims, when, in
fact, they themselves are being duped into doing the
dirty work for the original author. %

- Deepen Desai, Senior Director, Security Research
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