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¿Le preocupan las vulnerabilidades de la VPN? Descubra cómo puede beneficiarse de nuestra oferta de migración de VPN, que incluye 60 días de servicio gratuito.
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La experiencia Zscaler

Zscaler: uno de los líderes en Gartner® Magic Quadrant™ 2023 para Security Service Edge (SSE)
Obtenga el informe completo
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Su mundo, seguroExperimente el poder transformador de la confianza cero.




La diferencia Zscaler
La diferencia ZscalerExperimente la mayor nube de seguridad del mundo
Historias de éxito de clientes
Reconocimiento de analistas
Aprendizaje automático e IA en Zscaler
Reduzca su huella de carbono



Fundamentos de la confianza cero
Fundamentos de la confianza cero¿Qué es la confianza cero?
¿Qué es el perímetro de servicio de seguridad (SSE)?
¿Qué es Secure Access Service Edge (SASE)?
¿Qué es el acceso a la red de confianza cero (ZTNA)?
¿Qué es Secure Web Gateway (SWG)?
¿Qué es un agente de seguridad de acceso a la nube (CASB)?
¿Qué es la plataforma de protección de aplicaciones nativas de la nube (CNAPP)?
Recursos de confianza cero






Productos y soluciones
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Proteja a sus usuariosProporcione a los usuarios un acceso fiable, seguro y simple a las aplicaciones y los datos..



[image: Proteja sus cargas de trabajo]
Proteja sus cargas de trabajoCree y ejecute aplicaciones en la nube seguras, permita una conectividad en la nube de confianza cero y proteja las cargas de trabajo desde el centro de datos hasta la nube.



[image: Proteja su IoT y OT]
Proteja su IoT y OTProporcione una conectividad de confianza cero para los dispositivos OT e IoT, y un acceso remoto seguro a los sistemas OT.





Productos
ProductosTransforme su organización con servicios 100 % nativos de la nube
Acceso seguro a Internet (ZIA)
Secure Private Access (ZPA)
Zscaler Digital Experience (ZDX)
Protección de datos (CASB/DLP)
Posture Control



Áreas de solución
Áreas de soluciónImpulse a su empresa con soluciones de confianza cero que aseguren y conecten sus recursos
Protección contra la amenaza cibernética
Data Protection
Redes de confianza cero
Business Analytics
Alternativa a la VPN
SASE de confianza cero
Integración acelerada de fusiones y adquisiciones
Optimice las experiencias digitales
Zero Trust SD-WAN
Zero Trust Cloud Connectivity
Confianza cero para IoT/OT
Encuentre un producto o una solución
Integraciones de partnerSoluciones para el sector y el mercado






Plataforma

plataforma zero trust exchangeDescubra cómo Zscaler ofrece confianza cero con una plataforma nativa en la nube que es la mayor nube de seguridad del mundo
plataforma zero trust exchangeTitle Link
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Transfórmese con una arquitectura de confianza cero
Transfórmese con una arquitectura de confianza ceroImpulse su viaje de transformación
Transformación digital segura
Transformación de red
Transformación de aplicaciones
Transformación de seguridad



Proteja sus objetivos comerciales
Proteja sus objetivos comercialesLogre sus iniciativas comerciales y de TI
Garantice la continuidad empresarial segura
Accelerate M&A and Divestitures
Su empresa a prueba de recesión
Proteja a su personal híbrido
Descargue Zscaler Client Connector






Recursos

Aprenda, conéctese y obtenga asistencia.
Explore herramientas y recursos para acelerar su transformación y proteger su mundo
Aprenda, conéctese y obtenga asistencia.Title Link
Amplificando las voces de los pioneros en confianza cero y digital en el mundo real
Visitar ahora
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Centro de recursos
Centro de recursosManténgase actualizado sobre las mejores prácticas
Biblioteca de recursos
Blog
Historias de éxito de clientes
Seminarios web
Zpedia



Eventos y formación
Eventos y formaciónEncuentre programas, certificaciones y eventos
Próximos eventos
Zenith Live
Zscaler Academy



Investigación y servicios de seguridad
Investigación y servicios de seguridadInvestigaciones e información al alcance de su mano
Análisis de ThreatLabz





Herramientas
HerramientasHerramientas diseñadas para usted
Vista previa de seguridad
Evaluación de riesgos y seguridad
Actualizaciones de avisos de seguridad
Revele una vulnerabilidad
Executive Insights App
Calculadora de retorno de la inversión de protección contra ransomware



Comunidad y asistencia
Comunidad y asistenciaConéctese y encuentre asistencia
Customer Success Center
Comunidad Zenith
CXO REvolutionaries
Portal de ayuda Zscaler
Explore las últimas innovaciones de Zscaler



Soluciones para el sector y el mercado
Soluciones para el sector y el mercadoVea soluciones para su sector y país
Sector público
Cuidado de la salud
Servicios financieros
Education
Ver todo
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Empresa

Sobre ZscalerDescubra cómo empezó y hacia dónde se dirige

SociosConozca a nuestros socios y explore integradores de sistemas y alianzas tecnológicas

Noticias y anunciosManténgase al día con las últimas noticias

Equipo de liderazgo! NewConozca a nuestro equipo directivo

Partner IntegrationsExplore best-in-class partner integrations to help you accelerate digital transformation

Relaciones con los inversoresNoticias, información bursátil e informes trimestrales

Ambiental, social y de gobernanzaConozca nuestro enfoque ESG

EmpleoÚnase a nuestra misión

Centro de prensaEncuentre todo lo que necesita para cubrir Zscaler

CumplimientoEntienda cómo cumplimos con estándares rigurosos

Empresas ZenithEntienda cómo cumplimos con estándares rigurosos
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Watercare Secures Vital Services for 1.7M Residents
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Acceso a las aplicaciones de confianza cero
Detenga los ciberataques
Optimice las experiencias digitales
Proteja los datos
Confianza cero para IoT/OT

[image: Watercare Services]
Perfil

	Empresa:Watercare Services
	Sector:Energy, Oil, Gas, and Mining
	Sede central:Auckland, New Zealand
	Tamaño:Approximately 1,100 employees serving 1.7 million residents


Antecedentes

Every day, public utility Watercare Services converts approximately 400 million liters of collected fresh water into drinking water for 1.7 million residents of the greater Auckland, New Zealand, region. Watercare also treats wastewater and operates a construction division.


Desafío

Replace insufficient security with a comprehensive zero trust approach that optimizes WFA for IIoT and IoT devices


Productos
	Zscaler Zero Trust Exchange™
	Zscaler Internet Access™ (ZIA™)
	Zscaler Private Access™ (ZPA™)
	Zscaler Digital Experience™ (ZDX™)



Resultados
Deployed WFA access to private applications for 800 users in less than half a day,Reduced application issue resolution from weeks to minutes with AI-powered analytics and real-time insights,Optimizes Microsoft Teams and M365 for improved experiences and reduces IT overhead,Allows direct internet access to IIoT, IoT, and other connected devices across 1,300 sites,Fosters a strategic partnership for securing planned multibillion-dollar physical infrastructure investments


Resultados
	Deployed WFA access to private applications for 800 users in less than half a day
	Reduced application issue resolution from weeks to minutes with AI-powered analytics and real-time insights
	Optimizes Microsoft Teams and M365 for improved experiences and reduces IT overhead
	Allows direct internet access to IIoT, IoT, and other connected devices across 1,300 sites
	Fosters a strategic partnership for securing planned multibillion-dollar physical infrastructure investments











Adam Gower
Head of Digital Operations, Watercare
Users love the Zscaler Zero Trust Exchange platform because they don’t even know it’s there. And there’s no administrative overhead. It just works.














Estudio de caso de cliente









Failed legacy system, poor experiences plague users
Having weathered the first wave of COVID-19 lockdowns using a combination of security solutions, including a secure cloud gateway and virtual private networks (VPNs), Watercare Services faced an even broader set of challenges when the second lockdown occurred. 


“Right before the second lockdown, one of our legacy solutions for securing remote workers failed completely,” explained Adam Gower, Head of Digital Operations at Watercare. “Further, we learned during the initial round of remote work that our traditional troubleshooting tools were insufficient for diagnosing many types of application performance issues on home networks, resulting in poor user experiences and reduced productivity.” 


 







Standardizing on Zscaler and ZDX addresses multiple needs 
Like any city, Auckland relies on safe drinking water for commercial and daily life, making the protection of water systems a top priority. In addition to providing a vital service to the area’s residents, Watercare’s internal goals include giving every employee an hour back in their week, every week, through the effective use of technology.


With the pandemic setting back its security, productivity, and user experience mandates, Gower’s team decided it needed better solutions. Although one option was building out its existing secure cloud gateway, users were already dissatisfied with the product. 


Committed to adopting a zero trust security approach, Watercare realized it needed a comprehensive platform that also delivered exceptional user experiences. Familiar with Zscaler from a limited implementation during the first lockdown, Watercare decided to standardize on the Zscaler Zero Trust Exchange platform. 


“Zscaler offered the most complete platform and easy expandability to include more capabilities, such as experience optimization,” Gower said. “What’s more, our early evaluations proved that Zscaler really is easy to deploy and seamless for users. Not only was that refreshing, in our experience it’s notable when a solution truly fulfills the claims a vendor makes.” 


 







VPN-free ZPA sets zero trust journey in motion 
Stepping back to New Zealand’s first pandemic lockdown, Watercare accomplished a significant remote work expansion by supplementing its existing VPN and secure cloud gateway systems with a trial of VPN-free Zscaler Private Access (ZPA) among several dozen users. 


Just prior to the second lockdown, Watercare’s primary VPN product collapsed. With the expected fix requiring several days, Watercare pivoted to Zscaler and immediately expanded its ZPA deployment by 800 people. “It took us less than half a day,” Gower said. “With any other technology it would’ve been a week-long ordeal.” 


As a fundamental component of the Zero Trust Exchange, ZPA secures access to Watercare applications running in its data center and in its multi-cloud environment. Like all the Zscaler platform’s solutions, ZPA connects users and devices to applications, rather than to the network, preventing lateral infections while making users and applications invisible to external threats. In addition, the platform inspects traffic, including encrypted traffic, for the effective prevention of threats and data loss. 


For Watercare, the adoption paid off quickly. “In addition to being totally seamless for our users, unlike VPNs, the tight integration of Zscaler with our public cloud providers is a plus for keeping application performance high, while saving on costs and reducing complexity, as no appliances are required,” Gower said.


 







Zscaler really is easy to deploy. It’s notable when a solution truly fulfills the claims a vendor makes.
- Adam Gower, Head of Digital Operations, Watercare










Adding ZIA speeds internet connections and boosts security 
Not long after adopting ZPA, Watercare’s employees expressed increasing frustration with the agency’s existing secure web gateway, particularly for accessing local websites. “As that product’s regional instance was hosted in Australia, it blocked our users from accessing sites located in our country,” Gower explained. “It appeared that users were attempting to access from overseas, which is against policy.” 


By adopting Zscaler Internet Access (ZIA), the problem vanished. With ZIA using the same Client Connector agent as ZPA, the transition was fast and enabled Watercare to connect through the Zscaler hub in New Zealand, one of 150 global data centers. “With Client Connector already installed across our device landscape, it was a natural fit,” Gower said. “We simply contacted our Zscaler team, and it went live as soon as we negotiated a licensing agreement.” 


 







With ZDX, it takes us only seconds to track down Microsoft Teams issues, which frequently are related to a user’s ISP.
- Adam Gower, Head of Digital Operations, Watercare










Zscaler Digital Experience solves user challenges 
With ZPA and ZIA implemented, Watercare turned its attention to improving user experiences. “During the first lockdown, it was extremely difficult to resolve application performance issues,” Gower said. “We didn’t have the tools to locate the source of many problems. It was frustrating and discouraging for users when an issue would go on for weeks without resolution.” 


Similar to adopting ZIA, Watercare expanded its use of the Zero Trust Exchange platform to include the granular user experience monitoring and analytics solution, Zscaler Digital Experience (ZDX) simply by contacting its Zscaler account team. “Adding ZDX ensured our help desk could immediately pinpoint problems,” Gower said. “This was particularly important for troubleshooting complaints with Microsoft Teams, which we adopted during the pandemic and now rely upon heavily.” 


“With ZDX, it takes only seconds to track down Teams issues, which frequently are related to a user’s ISP [internet service provider]. Even when our techs can’t directly solve the problem, users are relieved to learn the steps they need to take,” he said. “Eliminating emotional roller coasters that could last a week, or more, drives up user satisfaction and productivity while freeing up IT resources as well.” 


“In addition, we’re using ZDX application scores to move from a reactive break/fix model to a proactive approach,” Gower continued. “By consulting each application’s score hourly, we can see which ones need attention before user performance is affected.”







Zscaler offered the most complete platform and easy expandability to include more capabilities, such as experience optimization.
- Adam Gower, Head of Digital Operations, Watercare










Keeping IoT-enabled water systems connected and secure 
Looking ahead, Watercare plans to leverage the Zero Trust Exchange platform in multiple ways. “For example, as we build new bespoke applications for improving our collection, delivery, treatment, and discharge systems, we’ll be using ZDX scores during application testing and deployment,” said Gower. 


In addition, Watercare is keen to supply secure, direct internet connections to industrial IoT (IIoT) and IoT-enabled equipment throughout the 1,300 sites in its water systems network. Similarly, it will provide secure, direct internet connections to branch offices when workers return. “Zscaler will be critical for securing device access for everything from pumps to entire treatment facilities,” Gower noted. “ZDX will be vital for ensuring all of our far-flung assets are performing optimally.” 


The deployment also eliminates routing traffic from Microsoft M365, Teams, and other SaaS applications to and from its Watercare data center. “Direct connectivity over the internet further improves performance, productivity, and experiences,” Gower added. 


 







Strong partnership builds a positive relationship 
Protecting the future with zero trust A dedication to supplying reliable, safe, and sustainable drinking water makes Watercare a continuous innovator with IIoT and IoT-enabled initiatives, such as installing a one-megawatt floating solar array on a treated wastewater pond to power 200 homes annually.


Today, Watercare is moving into a new multi-billion-dollar water and wastewater investment phase. It will rely on the agency’s zero trust platform for secure application access and AI-driven experience analytics to ensure users and devices can connect effectively in service of Watercare’s environmental, social, and governance (ESG) goals and the wellbeing of the greater Auckland region.


 







Protecting the future with zero trust
A dedication to supplying reliable, safe, and sustainable drinking water makes Watercare a continuous innovator with IIoT and IoT-enabled initiatives, such as installing a one-megawatt floating solar array on a treated wastewater pond to power 200 homes annually.


Today, Watercare is moving into a new multi-billion-dollar water and wastewater investment phase. It will rely on the agency’s zero trust platform for secure application access and AI-driven experience analytics to ensure users and devices can connect effectively in service of Watercare’s environmental, social, and governance (ESG) goals and the wellbeing of the greater Auckland region.


 













More from this customer









Embracing a zero trust platform to better support our users
 Read the Blog


Seamless digital experience monitoring for Teams and Zoom
 Read the Press Release













Casos de exito relacionados
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Nexteer Automotive
Ver historia de éxito
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Southwest Gas
Ver historia de éxito
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SICK AG 
Ver historia de éxito
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City of Los Angeles
Ver historia de éxito
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Todas las historias de clientes








 
LA EXPERIENCIA ZSCALERInfórmese sobre:
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Zscaler es universalmente reconocido como el líder en confianza cero. Aprovechando la mayor nube de seguridad del planeta, Zscaler anticipa, protege y simplifica la experiencia de hacer negocios para las empresas más establecidas del mundo.
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Visítenos en FacebookLinkedinSíganos en TwitterSuscríbase a nuestro canal de YouTube
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