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¿Le preocupan las vulnerabilidades de la VPN? Descubra cómo puede beneficiarse de nuestra oferta de migración de VPN, que incluye 60 días de servicio gratuito.
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La experiencia Zscaler

Zscaler: uno de los líderes en Gartner® Magic Quadrant™ 2023 para Security Service Edge (SSE)
Obtenga el informe completo
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Su mundo, seguroExperimente el poder transformador de la confianza cero.




La diferencia Zscaler
La diferencia ZscalerExperimente la mayor nube de seguridad del mundo
Historias de éxito de clientes
Reconocimiento de analistas
Aprendizaje automático e IA en Zscaler
Reduzca su huella de carbono



Fundamentos de la confianza cero
Fundamentos de la confianza cero¿Qué es la confianza cero?
¿Qué es el perímetro de servicio de seguridad (SSE)?
¿Qué es Secure Access Service Edge (SASE)?
¿Qué es el acceso a la red de confianza cero (ZTNA)?
¿Qué es Secure Web Gateway (SWG)?
¿Qué es un agente de seguridad de acceso a la nube (CASB)?
¿Qué es la plataforma de protección de aplicaciones nativas de la nube (CNAPP)?
Recursos de confianza cero






Productos y soluciones
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Proteja a sus usuariosProporcione a los usuarios un acceso fiable, seguro y simple a las aplicaciones y los datos..



[image: Proteja sus cargas de trabajo]
Proteja sus cargas de trabajoCree y ejecute aplicaciones en la nube seguras, permita una conectividad en la nube de confianza cero y proteja las cargas de trabajo desde el centro de datos hasta la nube.



[image: Proteja su IoT y OT]
Proteja su IoT y OTProporcione una conectividad de confianza cero para los dispositivos OT e IoT, y un acceso remoto seguro a los sistemas OT.





Productos
ProductosTransforme su organización con servicios 100 % nativos de la nube
Acceso seguro a Internet (ZIA)
Secure Private Access (ZPA)
Zscaler Digital Experience (ZDX)
Protección de datos (CASB/DLP)
Posture Control



Áreas de solución
Áreas de soluciónImpulse a su empresa con soluciones de confianza cero que aseguren y conecten sus recursos
Protección contra la amenaza cibernética
Data Protection
Redes de confianza cero
Business Analytics
Alternativa a la VPN
SASE de confianza cero
Integración acelerada de fusiones y adquisiciones
Optimice las experiencias digitales
Zero Trust SD-WAN
Zero Trust Cloud Connectivity
Confianza cero para IoT/OT
Encuentre un producto o una solución
Integraciones de partnerSoluciones para el sector y el mercado






Plataforma

plataforma zero trust exchangeDescubra cómo Zscaler ofrece confianza cero con una plataforma nativa en la nube que es la mayor nube de seguridad del mundo
plataforma zero trust exchangeTitle Link
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Transfórmese con una arquitectura de confianza cero
Transfórmese con una arquitectura de confianza ceroImpulse su viaje de transformación
Transformación digital segura
Transformación de red
Transformación de aplicaciones
Transformación de seguridad



Proteja sus objetivos comerciales
Proteja sus objetivos comercialesLogre sus iniciativas comerciales y de TI
Garantice la continuidad empresarial segura
Accelerate M&A and Divestitures
Su empresa a prueba de recesión
Proteja a su personal híbrido
Descargue Zscaler Client Connector






Recursos

Aprenda, conéctese y obtenga asistencia.
Explore herramientas y recursos para acelerar su transformación y proteger su mundo
Aprenda, conéctese y obtenga asistencia.Title Link
Amplificando las voces de los pioneros en confianza cero y digital en el mundo real
Visitar ahora
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Centro de recursos
Centro de recursosManténgase actualizado sobre las mejores prácticas
Biblioteca de recursos
Blog
Historias de éxito de clientes
Seminarios web
Zpedia



Eventos y formación
Eventos y formaciónEncuentre programas, certificaciones y eventos
Próximos eventos
Zenith Live
Zscaler Academy



Investigación y servicios de seguridad
Investigación y servicios de seguridadInvestigaciones e información al alcance de su mano
Análisis de ThreatLabz





Herramientas
HerramientasHerramientas diseñadas para usted
Vista previa de seguridad
Evaluación de riesgos y seguridad
Actualizaciones de avisos de seguridad
Revele una vulnerabilidad
Executive Insights App
Calculadora de retorno de la inversión de protección contra ransomware



Comunidad y asistencia
Comunidad y asistenciaConéctese y encuentre asistencia
Customer Success Center
Comunidad Zenith
CXO REvolutionaries
Portal de ayuda Zscaler
Explore las últimas innovaciones de Zscaler



Soluciones para el sector y el mercado
Soluciones para el sector y el mercadoVea soluciones para su sector y país
Sector público
Cuidado de la salud
Servicios financieros
Education
Ver todo
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Empresa

Sobre ZscalerDescubra cómo empezó y hacia dónde se dirige

SociosConozca a nuestros socios y explore integradores de sistemas y alianzas tecnológicas

Noticias y anunciosManténgase al día con las últimas noticias

Equipo de liderazgo! NewConozca a nuestro equipo directivo

Partner IntegrationsExplore best-in-class partner integrations to help you accelerate digital transformation

Relaciones con los inversoresNoticias, información bursátil e informes trimestrales

Ambiental, social y de gobernanzaConozca nuestro enfoque ESG

EmpleoÚnase a nuestra misión

Centro de prensaEncuentre todo lo que necesita para cubrir Zscaler

CumplimientoEntienda cómo cumplimos con estándares rigurosos

Empresas ZenithEntienda cómo cumplimos con estándares rigurosos
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CSC Secures App Access and Saves A$200,000 Annually
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Acceso a las aplicaciones de confianza cero
Detenga los ciberataques
Proteja los datos
Optimice las experiencias digitales
Integración acelerada de fusiones y adquisiciones

[image: Commonwealth Superannuation Corporation (CSC)]
Perfil

	Empresa:Commonwealth Superannuation Corporation (CSC)
	Sector:Federal y Gobierno
	Sede central:Canberra, Australia
	Tamaño:Serves 700,000+ individuals


Antecedentes

For over 100 years, the Commonwealth Superannuation Corporation (CSC) has provided financial advice, retirement planning, superannuation, retirement, finance, investment, and insurance services to Australian Government employees, employers, and Australian Defense Force members and their families.


Desafío

Replace VPNs and firewalls with zero trust access for secure business transformation and exceptional application performance


Productos
	Zscaler Zero Trust Exchange™
	Zscaler Internet Access™ (ZIA™)
	Zscaler Private Access™ (ZPA™)
	Zscaler Digital Experience™ (ZDX™)
	Zscaler Firewall Advanced™
	Zscaler Sandbox Advanced™
	Zscaler Cloud Access Security Broker (CASB)



Resultados
Realizes an ROI of over A$200,000 annually,Reduces infrastructure complexity by 90%,Decreases overall management overhead by 30%,Improves user experience by up to 70%,Speeds help desk issue resolution by 30%,Prevents an average of 7M policy violations monthly


Resultados
	Realizes an ROI of over A$200,000 annually
	Reduces infrastructure complexity by 90%
	Decreases overall management overhead by 30%
	Improves user experience by up to 70%
	Speeds help desk issue resolution by 30%
	Prevents an average of 7M policy violations monthly
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Play Customer Video
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John Pratezina
Senior Network Operations Administrator, CSC
We’ve improved user experiences up to 70% and reduced complexity over 90%. Overall, we’ve lowered management overhead 30% and are saving A$200,000 annually with the Zero Trust Exchange.














Estudio de caso de cliente









Remote employees hindered by connectivity and security issues
Before the COVID-19 pandemic hit, Commonwealth Superannuation Corporation (CSC) was already struggling with providing appropriate remote access to ensure its employees could assist customers with fulfilling their retirement goals.


At the time, the company was relying on traditional VPNs [virtual private networks] and firewalls for secure access to its internal applications. Application performance was terrible, and the burdens on user devices constantly caused people to be knocked offline. CSC needed a modern solution for keeping remote workers connected and secure.







Embracing zero trust as a foundation for SSE 
As the CSC’s charter is delivering financially stable futures to over 700,000 government and military employees and their families, operating securely, effectively, and efficiently is integral to the agency’s mission.


With remote work an essential part of the CSC employment model and cloud adoption rapidly accelerating, the agency determined it was time to move away from data centers, VPNs, and Symantec Secure Web Gateways by adopting a zero trust architecture for building a security service edge (SSE) ecosystem.


For streamlined and secure access to replace its hardware-based approach, CSC investigated multiple solutions, including Cisco Umbrella and Netskope. Of the contenders, the agency selected the Zscaler Zero Trust Exchange for its comprehensive and integrated suite of solutions.


“Zscaler provided the foundation for a holistic SSE ecosystem that included solutions for users, devices, and workloads,” Pratezina said. “The Zero Trust Exchange went beyond a point-based solution approach for our immediate needs to meeting future requirements as we evolved. We wanted to move away from giving everyone, whether employees or contractors, broad access to our network.”







Simpler, faster, and more secure access
CSC’s Zero Trust Exchange deployment includes a range of Zscaler for Users services, which the agency implemented with the help of a local partner, A23.


The journey began with Zscaler Internet Access (ZIA) for fast, direct, and secure connectivity to the internet and SaaS applications regardless of location. The agency also implemented Zscaler Private Access (ZPA). It provides high-performance, VPN-free secure zero trust access to critical private business applications residing in CSC's hybrid IT environment, including running on Amazon Web Services (AWS).


In addition, CSC deployed Zscaler Digital Experience (ZDX) to proactively detect and resolve issues before they impact user experiences.







Unified protection in the cloud: CASB, sandbox, and firewall
CSC also adopted multiple other services within the Zero Trust Exchange, such as Cloud Access Security Broker (CASB) for safeguarding data-at-rest by looking inside software as a service (SaaS) applications and infrastructure as a service (IaaS) offerings.


“When we started our zero trust journey, we lacked any CASB capabilities,” said Pratezina. “As we were becoming more cloud-centric, Zscaler provided us with superior CASB capabilities for protecting cloud applications and environments.”


CSC also relies on the service Advanced Cloud Sandbox to stop patient-zero attacks using artificial intelligence (AI)-based analytics and quarantines, along with Advanced Cloud Firewall for security and access controls, without the cost, complexity, and performance limitations of next-generation firewalls, for all web and non-web traffic.


“The Zscaler Advanced Cloud Firewall enabled us to standardize on one solution and decommission multiple separate appliances,” Pratezina said. “This reduced firewall infrastructure, management, and licensing complexity by over 90%. It was a real breath of fresh air.”







We’re preventing an average of 7 million policy violations monthly, including types of violations our legacy solutions allowed through.
- John Pratezina, Senior Network Operations Administrator, CSC










Nearly a 70% user experience improvement
Upon completing its Zero Trust Exchange deployment, CSC increased remote user productivity by enabling faster access to critical applications.


“We have one legacy business solution that our users log into multiple times a day,” he said. “With legacy VPN technology, remote users clicked on the application and then walked away from their computer for an average of 15 minutes while the VPN connected and the application loaded. What’s more, the VPN connection would frequently fail, requiring users to repeat the process.”


Today, CSC has cut load time for the application to less than five minutes, which improves user experiences by nearly 70%. This results in the agency gaining back an hour or more of productivity for every user, every day.


For business users, accessing applications directly without needing to go through the VPN gateway, firewalls, or network access control lists, speeds performance by eliminating bottlenecks. “We've seen a significant increase in application performance from the users' perspective,” said Pratezina.







Accelerating retirement funds investing
With the Zero Trust Exchange, CSC investment managers gain considerable efficiencies so they can make time-sensitive trades faster and maximize retirement goals for each of their customers.


“In the past, it could take a week or two for a senior IT engineer to unblock a website that investment managers required,” said Pratezina. “Sometimes, this caused investment managers to access a blocked site with off-network devices, where there was no protection at all.”


“Today, with ZIA and its comprehensive controls and remediation capabilities, our investors can confidently use the websites they need to complete transactions, no matter where they are,” he added. “Further, we are able to proactively monitor their experiences in real time using ZDX, and rapidly resolve any device, network, or application issues that may affect their productivity.”







The Zero Trust Exchange provides a holistic SSE ecosystem. It’s been a real breath of fresh air.
- John Pratezina, Senior Network Operations Administrator, CSC










 ZDX empowers IT to eliminate bottlenecks for users
CSC is also reaping multiple benefits from ZDX, which provides rich analytics and insights for investigating and resolving issues faster.


“We now have a much easier way to work out where these blocks are, what's causing them, and where to start looking in order to resolve these problems,” said Pratezina.


“By incorporating Zscaler Digital Experience into our ecosystem, we have empowered our service desk with better visibility over the way users are accessing applications,” he observed. “We’ve easily had a 30% reduction in the time spent on service desk tickets.”







Millions of policy violations and threats thwarted
As security is built into the core of the Zero Trust Exchange, all connections—regardless of user, endpoint application, or encryption—are inspected. This is enabling Pratezina and this team to tighten up security in numerous ways.


“We’ve come across malicious websites that our old proxies were not only allowing, but also had not flagged,” remarked Pratezina. “Today, with Zscaler, we’re preventing an average of 7 million policy violations per month.”







The success we're having with the Zero Trust Exchange demonstrates that partnering with Zscaler is a great choice.
- John Pratezina, Senior Network Operations Administrator, CSC










Expansions advance a secure transformation
Looking ahead, CSC is excited about adding services, like Zscaler Deception for an extra layer of defense against ransomware, supply chain attacks, advanced persistent threats (APTs), and other sophisticated intruders.


The agency is also evaluating Zscaler for Workloads services for securing cloud workloads and reducing the progression of lateral threats. This includes Zscaler Workload Communications for secure internet access between applications, and Zscaler Workload Segmentation™ (ZWS™) for further reducing attack surfaces through segmenting workloads, identifying risks, and applying identity-based protection.


“We feel that including these products in our current Zero Trust Exchange ecosystem will allow us to meet even more of our security requirements in a more unified and synergistic way,” said Pratezina.







Reducing overhead 30% while saving A$200,000 annually
Since adopting the Zero Trust Exchange platform, CSC has seen a nearly 30% reduction in overall management overhead, freeing up the team to spend time on more strategic activities.


In addition, minimizing expenditures for on-premises appliances, and the license costs associated with them, is netting the agency an estimated return on investment of close to A$200,000 annually.


Furthermore, with the collaboration of the Zscaler support team, deployment was seamless and helped CSC get the most from its solutions. “The biggest benefit of working with Zscaler has been its amazing support,” said Pratezina. “Our representatives are always quick to respond and have provided excellent suggestions to meet our needs.”


With its zero trust transformation well underway, CSC has already seen game-changing results that touch everyone involved with the organization—its business users, the IT team, and its customers. “The success we're having with the Zero Trust Exchange demonstrates that partnering with Zscaler is a great choice,” Pratezina said.
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Industry-first SSE innovations to stop sophisticated attacks
 Read the Press Release
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BairesDev
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Todas las historias de clientes








 
LA EXPERIENCIA ZSCALERInfórmese sobre:
Su mundo, seguroConfianza ceroBorde de servicio de acceso seguro (SASE)Security Service Edge (SSE)Zero Trust Network Access (ZTNA)Puerta de enlace web segura (SWG)Cloud Access Security Broker (CASB)Plataforma de protección de aplicaciones nativas de la nube (CNAPP)



Productos y solucionesProteja a sus usuarios

Proteja sus cargas de trabajo

Proteja su IoT y OT

Acceso seguro a Internet (ZIA)

Data Protection (CASB/DLP)

Zscaler Digital Experience (ZDX)

Posture Control

Soluciones para el sector y el mercado

Integraciones de partner

Zscaler Client Connector



Plataformaplataforma zero trust exchange

Transformación digital segura

Transformación de red

Transformación de aplicaciones

Transformación de seguridad



RECURSOSBiblioteca de recursos

Vista previa de seguridad

Evaluación de riesgos y seguridad

Análisis e información de ThreatLabz

Próximos eventos

Blog

Zscaler Academy

CXO REvolutionaries

Zpedia

Calculadora de retorno de la inversión de protección contra ransomware



Enlaces popularesPrecios y planes

Sobre Zscaler

Equipo de liderazgo! New

Oportunidades profesionales

Encuentre o conviértase en socio

Customer Success Center

Relaciones con los inversores

Centro de prensa

Noticias y anuncios

ESG

Cumplimiento

Contactar con zscaler




InicioEnglishFrançaisDeutschItaliano日本Castellano - MexicoCastellano - EspañaPortugues - Brasil


Zscaler es universalmente reconocido como el líder en confianza cero. Aprovechando la mayor nube de seguridad del planeta, Zscaler anticipa, protege y simplifica la experiencia de hacer negocios para las empresas más establecidas del mundo.
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