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La experiencia Zscaler

Zscaler: uno de los líderes en Gartner® Magic Quadrant™ 2023 para Security Service Edge (SSE)
Obtenga el informe completo


Su mundo, seguroExperimente el poder transformador de la confianza cero.




La diferencia Zscaler
La diferencia ZscalerExperimente la mayor nube de seguridad del mundo
Historias de éxito de clientes
Reconocimiento de analistas
Aprendizaje automático e IA en Zscaler
Reduzca su huella de carbono



Fundamentos de la confianza cero
Fundamentos de la confianza cero¿Qué es la confianza cero?
¿Qué es el perímetro de servicio de seguridad (SSE)?
¿Qué es Secure Access Service Edge (SASE)?
¿Qué es el acceso a la red de confianza cero (ZTNA)?
¿Qué es Secure Web Gateway (SWG)?
¿Qué es un agente de seguridad de acceso a la nube (CASB)?
¿Qué es la plataforma de protección de aplicaciones nativas de la nube (CNAPP)?
Recursos de confianza cero






Productos y soluciones


Proteja a sus usuariosProporcione a los usuarios un acceso fiable, seguro y simple a las aplicaciones y los datos..




Proteja sus cargas de trabajoCree y ejecute aplicaciones en la nube seguras, permita una conectividad en la nube de confianza cero y proteja las cargas de trabajo desde el centro de datos hasta la nube.




Proteja su IoT y OTProporcione una conectividad de confianza cero para los dispositivos OT e IoT, y un acceso remoto seguro a los sistemas OT.





Productos
ProductosTransforme su organización con servicios 100 % nativos de la nube
Acceso seguro a Internet (ZIA)
Secure Private Access (ZPA)
Zscaler Digital Experience (ZDX)
Protección de datos (CASB/DLP)
Posture Control



Áreas de solución
Áreas de soluciónImpulse a su empresa con soluciones de confianza cero que aseguren y conecten sus recursos
Protección contra la amenaza cibernética
Data Protection
Redes de confianza cero
Business Analytics
Alternativa a la VPN
SASE de confianza cero
Integración acelerada de fusiones y adquisiciones
Optimice las experiencias digitales
Zero Trust SD-WAN
Zero Trust Cloud Connectivity
Confianza cero para IoT/OT
Encuentre un producto o una solución
Integraciones de partnerSoluciones para el sector y el mercado






Plataforma

plataforma zero trust exchangeDescubra cómo Zscaler ofrece confianza cero con una plataforma nativa en la nube que es la mayor nube de seguridad del mundo
plataforma zero trust exchangeTitle Link



Transfórmese con una arquitectura de confianza cero
Transfórmese con una arquitectura de confianza ceroImpulse su viaje de transformación
Transformación digital segura
Transformación de red
Transformación de aplicaciones
Transformación de seguridad



Proteja sus objetivos comerciales
Proteja sus objetivos comercialesLogre sus iniciativas comerciales y de TI
Garantice la continuidad empresarial segura
Accelerate M&A and Divestitures
Su empresa a prueba de recesión
Proteja a su personal híbrido
Descargue Zscaler Client Connector






Recursos

Aprenda, conéctese y obtenga asistencia.
Explore herramientas y recursos para acelerar su transformación y proteger su mundo
Aprenda, conéctese y obtenga asistencia.Title Link
Amplificando las voces de los pioneros en confianza cero y digital en el mundo real
Visitar ahora




Centro de recursos
Centro de recursosManténgase actualizado sobre las mejores prácticas
Biblioteca de recursos
Blog
Historias de éxito de clientes
Webinars
Zpedia



Eventos y formación
Eventos y formaciónEncuentre programas, certificaciones y eventos
Próximos eventos
Zenith Live
Zscaler Academy
Interactive Zscaler Whiteboard Workshop



Investigación y servicios de seguridad
Investigación y servicios de seguridadInvestigaciones e información al alcance de su mano
Análisis de ThreatLabz





Herramientas
HerramientasHerramientas diseñadas para usted
Vista previa de seguridad
Evaluación de riesgos y seguridad
Actualizaciones de avisos de seguridad
Revele una vulnerabilidad
Executive Insights App
Calculadora de retorno de la inversión de protección contra ransomware



Comunidad y asistencia
Comunidad y asistenciaConéctese y encuentre asistencia
Customer Success Center
Comunidad Zenith
CXO REvolutionaries
Portal de ayuda Zscaler
Explore las últimas innovaciones de Zscaler



Soluciones para el sector y el mercado
Soluciones para el sector y el mercadoVea soluciones para su sector y país
Sector público
Cuidado de la salud
Servicios financieros
Education
Ver todo
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Empresa

Sobre ZscalerDescubra cómo empezó y hacia dónde se dirige

SociosConozca a nuestros socios y explore integradores de sistemas y alianzas tecnológicas

Noticias y anunciosManténgase al día con las últimas noticias

Equipo de liderazgo! NewConozca a nuestro equipo directivo

Partner IntegrationsExplore best-in-class partner integrations to help you accelerate digital transformation

Relaciones con los inversoresNoticias, información bursátil e informes trimestrales

Ambiental, social y de gobernanzaConozca nuestro enfoque ESG

EmpleoÚnase a nuestra misión

Centro de prensaEncuentre todo lo que necesita para cubrir Zscaler

CumplimientoEntienda cómo cumplimos con estándares rigurosos

Empresas ZenithEntienda cómo cumplimos con estándares rigurosos
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The City of Boston Moves Securely to the Cloud
to Modernize Its Services
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Acceso a las aplicaciones de confianza cero
Detenga los ciberataques
Protect Data
Optimice las experiencias digitales


Perfil

	Empresa:City of Boston
	Sector:Federal y Gobierno
	Sede central:Boston, Massachusetts, USA
	Tamaño:5,500 users


Antecedentes

Founded in 1630, Boston is one of the oldest cities in the US, with a rich history that has made it a hub of American shipping and manufacturing, culture, and higher education. Today, the city provides infrastructure and services for a population of nearly 700,000.


Desafío

Deliver secure, scalable, cost-effective cloud access for users to improve workflow efficiency and user experience


Productos
	Zscaler Zero Trust Exchange™
	Zscaler Internet Access™ (ZIA™)



Resultados
Meets demands of rapidly growing web traffic—47% more in the first quarter alone,Blocks millions of threats and tens of millions of access policy violations each quarter,Provides visibility into user activity and all applications running in the environment,Reduces support tickets with more consistent filtering—from 10–15/week to 2/month


Resultados
	Meets demands of rapidly growing web traffic—47% more in the first quarter alone
	Blocks millions of threats and tens of millions of access policy violations each quarter
	Provides visibility into user activity and all applications running in the environment
	Reduces support tickets with more consistent filtering—from 10–15/week to 2/month














Greg McCarthy
Chief Information Security Officer, The City of Boston
Our zero trust approach and ZIA have helped us improve security and reduce user frustration. Ultimately, that’s what it’s all about—delivering secure, modern citizen services to the City of Boston.














Customer Case Study









Modern infrastructure demands modern security
Like cities across the country, Boston’s IT team has worked to reduce its data center footprint and shift its infrastructure, applications, and data to the cloud.


Leading the effort is Greg McCarthy, the City of Boston’s Chief Information Security Officer. “Our goal is to provide responsive, modern citizen services,” he said. “We have taken steps to modernize our infrastructure and shift to a ‘cloud first’ mindset—when and where it makes sense. Today we manage fewer on-premise servers, we can scale to meet new compute demand more quickly, and we’ve reduced costs and energy consumption.”


The team made progress, but as the city relied more and more on web-based applications and infrastructure, new challenges followed—including an inefficient and unreliable internet security solution. It is now increasingly important to ensure employees can safely access web-based applications and data.







Reducing risk with zero trust
The city needed secure, scalable, cost-effective cloud access for its 5,500 users to improve workflow efficiency and reduce user frustration.


“As we considered options, we wanted to shift to a cloud security platform and take a zero trust approach,” said McCarthy. Zero trust models are built around the idea that an organization should not inherently trust any user or network.


The City of Boston issued an RFP to support the continued shift from an on-premises infrastructure to cloud, and, after evaluation, selected Zscaler Internet Access (ZIA), a cloud security platform that includes a secure internet and web gateway solution.


“ZIA gives us a security stack as a service from the cloud—so we are not managing additional hardware,” explained McCarthy. “We are connecting through our firewall, proxying our traffic. This means we can connect authorized users directly to externally managed applications (our SaaS applications, internet destinations) without placing them on the network.”


As a result of deploying ZIA, the security team has reduced the opportunity for malware and other threats to get onto the internal network or move laterally across it. ZIA also provides visibility into user activity and is helping to keep Boston’s cyber team aware of all applications running in the environment.


The Boston team also rolled out a new identity management solution and deployed a new access portal, working with SailPoint, Bing, and Radiant Logic, and will continue to evolve cyber defenses to meet employee and mission needs.







[We] want to be focused on tools … We need to focus our efforts on securing Boston’s systems, end users, and data.
- Greg McCarthy, Chief Information Security Officer, The City of Boston










Reliable web filtering + blocked security threats = efficient teams
The security team has made significant strides thanks to the updated infrastructure, and can keep up with rapidly growing web traffic.


In the first quarter of 2019, the total bandwidth consumption grew 47% over the same period in 2018. In the first quarter of 2019 alone, the Zscaler cloud security platform blocked 1.2 million security threats and prevented 33.1 million web access policy violations, keeping the city’s applications and data safe.


More consistent filtering has resulted in a significant decrease in IT trouble tickets. Previously, the help desk managed 10–15 tickets per week related to website misclassification; tickets have been reduced to one or two per month.







ZIA gives us a security stack as a service from the cloud—so we are not managing additional hardware.
- Greg McCarthy, Chief Information Security Officer, The City of Boston










Advice: collaborate early
McCarthy suggests that cyber teams carefully consider requirements and goals before exploring potential web security solutions. “Know what you want—having clear business requirements is important.”


He also recommends including cross-functional teams in decisions and planning early in the process. “Include the networking team from the very beginning,” said McCarthy. “Ultimately, you are now routing traffic a different way, so it is important they are involved early, as well as the security team.”


Collaboration is also important as the organization defines the in-depth threat protection needed. “From a policy perspective, you need to have HR, legal, and labor relations teams in the room to help define what you are blocking and the policies you are applying,” recommended McCarthy. “The security team will consider the security operations perspective, which will be different from HR or legal perspectives.”


“Like every city and government agency, we need to provide access to web-based shared services and the open internet,” said McCarthy. “And we need to support users working from multiple devices and many locations including remote locations. Our zero trust approach and ZIA have helped us improve security and reduce user frustration. Ultimately, that’s what it’s all about—delivering secure, modern citizen services to the City of Boston.”







[We] can connect authorized users directly to externally managed apps (our SaaS apps, internet destinations).
- Greg McCarthy, Chief Information Security Officer, The City of Boston













Casos de exito relacionados

Royal Caribbean
Ver historia de éxito



Marico
Ver historia de éxito



British American Tobacco
Ver historia de éxito
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Ver historia de éxito
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Todas las historias de clientes
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Zscaler es universalmente reconocido como el líder en confianza cero. Aprovechando la mayor nube de seguridad del planeta, Zscaler anticipa, protege y simplifica la experiencia de hacer negocios para las empresas más establecidas del mundo.
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Visítenos en FacebookLinkedinSíganos en TwitterSuscríbase a nuestro canal de YouTube
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