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La experiencia Zscaler

Zscaler: uno de los líderes en Gartner® Magic Quadrant™ 2023 para Security Service Edge (SSE)
Obtenga el informe completo


Su mundo, seguroExperimente el poder transformador de la confianza cero.




La diferencia Zscaler
La diferencia ZscalerExperimente la mayor nube de seguridad del mundo
Historias de éxito de clientes
Reconocimiento de analistas
Aprendizaje automático e IA en Zscaler
Reduzca su huella de carbono



Fundamentos de la confianza cero
Fundamentos de la confianza cero¿Qué es la confianza cero?
¿Qué es el perímetro de servicio de seguridad (SSE)?
¿Qué es Secure Access Service Edge (SASE)?
¿Qué es el acceso a la red de confianza cero (ZTNA)?
¿Qué es Secure Web Gateway (SWG)?
¿Qué es un agente de seguridad de acceso a la nube (CASB)?
¿Qué es la plataforma de protección de aplicaciones nativas de la nube (CNAPP)?
Recursos de confianza cero






Productos y soluciones


Proteja a sus usuariosProporcione a los usuarios un acceso fiable, seguro y simple a las aplicaciones y los datos..




Proteja sus cargas de trabajoCree y ejecute aplicaciones en la nube seguras, permita una conectividad en la nube de confianza cero y proteja las cargas de trabajo desde el centro de datos hasta la nube.




Proteja su IoT y OTProporcione una conectividad de confianza cero para los dispositivos OT e IoT, y un acceso remoto seguro a los sistemas OT.





Productos
ProductosTransforme su organización con servicios 100 % nativos de la nube
Acceso seguro a Internet (ZIA)
Secure Private Access (ZPA)
Zscaler Digital Experience (ZDX)
Protección de datos (CASB/DLP)
Posture Control



Áreas de solución
Áreas de soluciónImpulse a su empresa con soluciones de confianza cero que aseguren y conecten sus recursos
Protección contra la amenaza cibernética
Data Protection
Redes de confianza cero
Business Analytics
Alternativa a la VPN
SASE de confianza cero
Integración acelerada de fusiones y adquisiciones
Optimice las experiencias digitales
Zero Trust SD-WAN
Zero Trust Cloud Connectivity
Confianza cero para IoT/OT
Encuentre un producto o una solución
Integraciones de partnerSoluciones para el sector y el mercado






Plataforma

plataforma zero trust exchangeDescubra cómo Zscaler ofrece confianza cero con una plataforma nativa en la nube que es la mayor nube de seguridad del mundo
plataforma zero trust exchangeTitle Link



Transfórmese con una arquitectura de confianza cero
Transfórmese con una arquitectura de confianza ceroImpulse su viaje de transformación
Transformación digital segura
Transformación de red
Transformación de aplicaciones
Transformación de seguridad



Proteja sus objetivos comerciales
Proteja sus objetivos comercialesLogre sus iniciativas comerciales y de TI
Garantice la continuidad empresarial segura
Accelerate M&A and Divestitures
Su empresa a prueba de recesión
Proteja a su personal híbrido
Descargue Zscaler Client Connector






Recursos

Aprenda, conéctese y obtenga asistencia.
Explore herramientas y recursos para acelerar su transformación y proteger su mundo
Aprenda, conéctese y obtenga asistencia.Title Link
Amplificando las voces de los pioneros en confianza cero y digital en el mundo real
Visitar ahora




Centro de recursos
Centro de recursosManténgase actualizado sobre las mejores prácticas
Biblioteca de recursos
Blog
Historias de éxito de clientes
Seminarios web
Zpedia



Eventos y formación
Eventos y formaciónEncuentre programas, certificaciones y eventos
Próximos eventos
Zenith Live
Zscaler Academy



Investigación y servicios de seguridad
Investigación y servicios de seguridadInvestigaciones e información al alcance de su mano
Análisis de ThreatLabz





Herramientas
HerramientasHerramientas diseñadas para usted
Vista previa de seguridad
Evaluación de riesgos y seguridad
Actualizaciones de avisos de seguridad
Revele una vulnerabilidad
Executive Insights App
Calculadora de retorno de la inversión de protección contra ransomware



Comunidad y asistencia
Comunidad y asistenciaConéctese y encuentre asistencia
Customer Success Center
Comunidad Zenith
CXO REvolutionaries
Portal de ayuda Zscaler
Explore las últimas innovaciones de Zscaler



Soluciones para el sector y el mercado
Soluciones para el sector y el mercadoVea soluciones para su sector y país
Sector público
Cuidado de la salud
Servicios financieros
Education
Ver todo
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Empresa

Sobre ZscalerDescubra cómo empezó y hacia dónde se dirige

SociosConozca a nuestros socios y explore integradores de sistemas y alianzas tecnológicas

Noticias y anunciosManténgase al día con las últimas noticias

Equipo de liderazgo! NewConozca a nuestro equipo directivo

Partner IntegrationsExplore best-in-class partner integrations to help you accelerate digital transformation

Relaciones con los inversoresNoticias, información bursátil e informes trimestrales

Ambiental, social y de gobernanzaConozca nuestro enfoque ESG

EmpleoÚnase a nuestra misión

Centro de prensaEncuentre todo lo que necesita para cubrir Zscaler

CumplimientoEntienda cómo cumplimos con estándares rigurosos

Empresas ZenithEntienda cómo cumplimos con estándares rigurosos
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Acceso a las aplicaciones de confianza cero
Detenga los ciberataques
Proteja los datos
Conectividad en la nube de confianza cero
Optimice las experiencias digitales


Perfil

	Empresa:Ciena
	Sector:Telecommunications
	Sede central:Hanover, Maryland, USA
	Tamaño:8,600+ employees in 35 countries


Antecedentes

Ciena is a networking systems, services, and software company that delivers best-in-class networking technology through high-touch consultative relationships. The company enables its customers to optimize their existing frameworks while incorporating new technologies and ways of working.



Desafío

Lead digital transformation and transform IT into a competitive advantage for the business


Productos
	Zscaler Zero Trust Exchange™
	Zscaler Internet Access™ (ZIA™)
	Zscaler Private Access™ (ZPA™)
	Zscaler Digital Experience™ (ZDX™)
	Zscaler Firewall Advanced™



Resultados
Secures work-from-anywhere access to internet, SaaS, and private applications,Cuts MPLS costs and help desk tickets by 50%,Reduces application latency by 20%,Improves user experience and doubles meeting participation,Quickly resolves 95% of user experience issues, up from 25%


Resultados
	Secures work-from-anywhere access to internet, SaaS, and private applications
	Cuts MPLS costs and help desk tickets by 50%
	Reduces application latency by 20%
	Improves user experience and doubles meeting participation
	Quickly resolves 95% of user experience issues, up from 25%












Ciena's digital transformation journey


Play Customer Video

























Craig Williams
CIO, Ciena
We have done so much strategically to embrace the cloud and mobility and prepare for the future. Our partnership with Zscaler has allowed us to start living out IT’s vision of being a competitive advantage for the business. 














Estudio de caso de cliente









IT as a competitive advantage
Pre-COVID-19 pandemic, before Zoom and Microsoft Teams became ubiquitous, Ciena CEO Gary B. Smith challenged his CIO to help raise the engagement level of all employees, specifically during daily phone meetings. As a result, the Ciena IT team began investigating deploying video conferencing technology. 


However, they quickly realized that, in addition to the increasing amount of traffic attempting to access cloud-based applications, adding video conferencing at its 70 locations around the globe would heavily tax its legacy hub-and-spoke architecture. Ciena CIO Craig Williams subsequently realized that his team would need to “reimagine IT” in order to make it a competitive advantage for Ciena.


“We made it a point to rethink our entire infrastructure, applications, systems, and support models to empower our growing company,” said CIO Williams. “The first step of our business transformation was to hire the right talent. Next, we set out to replace our WAN and put in place an aggressive plan to phase out data centers, to become a cloud-first company that embraced the work-from-anywhere culture.”







Transition to SD-WAN sets stage for WFA
“We knew that we would need to make some adjustments to our existing infrastructure to support the move to video,” said Henry Ku, VP, IT – Head of Infrastructure at Ciena. “Specifically, we were looking for low-latency, high-value security solutions available from anywhere, anytime, on any device, that make it easy for our users to connect.” 


The research done by Ku and his team led them to SD-WAN technology and the joint solution of the Zscaler Zero Trust Exchange platform and VMware SD-WAN by VeloCloud. By using software-defined policies to select the best path to route traffic to the internet, cloud applications, and the data center, the Zscaler-VeloCloud SD-WAN solution reduces complexity and improves performance.


“When Zscaler came in, they did not just focus on the security team, they got all of us invested early on,” noted Ku. “Having VeloCloud and Zscaler working closely together with us was extremely helpful. Their experience made the process much smoother. If we had a problem, one phone call is all it took to bring everyone together to quickly solve the issue.”







After we implemented Zscaler, we saw 90%+ adoption of collaboration tools and slashed costs and support tickets by over 50%. 
- Craig Williams, CIO, Ciena










Reducing latency by 20% and lowering costs by 50%
The Zscaler and VMware SD-WAN by VeloCloud allowed Ciena to secure local internet breakouts at all its global locations. Removing MPLS backhauling reduced latency by 20% and provided a dramatically improved experience for the company’s employees, who are scattered across more than 35 countries. 


With the Zscaler-VeloCloud SD-WAN solution, Ciena was able to simplify its branch IT operations and rapidly deploy new locations and services with cloud-controlled, centralized security and WAN management. Plus, because SD-WAN security is provided as a cloud-delivered service, every user in every location gets identical protection—including access control, threat prevention, native SSL inspection, and data protection.


With the improved operational simplicity and reduced reliance on hardware-based solutions, Ciena saw its costs reduced by 50%. “We knew that moving to the cloud would bring a host of benefits, but the cost benefit was even larger than we initially anticipated,” said Ku. 







Extending the Zero Trust Exchange
After implementing the SD-WAN, the Ciena IT team turned its attention to leveraging further the Zscaler Zero Trust Exchange, which provides all the cloud security services of a security service edge (SSE)—secure web gateway (SWG), zero trust network access (ZTNA), and cloud access security broker (CASB), and more. First, Ciena activated the Zscaler Internet Access (ZIA) and Zscaler Private Access (ZPA) services.


“Previously we only had firewall protection at our corporate offices,” noted Ed DeGrange, Ciena’s Director of Cybersecurity Operations and Programs. “With ZIA, every one of our endpoints across the globe has an integrated cloud firewall and all traffic is inspected, even SSL traffic, starting on day one. Our on-prem solutions could not be scaled easily to support that SSL inspection. Even if we had done it today, tomorrow it would have been out-of-date.” 







ZDX is now the starting point for all user performance issues at Ciena. And we can pinpoint the root cause 95% of the time.
- Ed DeGrange,  Director of Cybersecurity Operations and Programs, Ciena










Empowering work from anywhere, anytime, any device
Already supportive of a hybrid working environment for its employees, Ciena was more prepared than most when the pandemic hit. The company had just finished deploying ZPA for secure, direct access to internal applications from anywhere, whether on premises, at home, or on the road. With ZPA, the IT team was able to transition easily from securing 70 offices to securing more than 6,500 employee “offices” worldwide. 


“ZPA works on all devices and, because the UI was easy to understand, adoption was very high,” said Williams. “Now, the experience that our users have while working from home, or anywhere for that matter, is no different than if they were in one of our corporate offices. As a result, our VPN infrastructure is not nearly as critical as it used to be and corporate resilience has improved significantly too.”







Okta integration enhances user experience and security
As part of its zero trust strategy, Ciena had previously deployed Okta identity and access management to authenticate users before granting access to applications. After implementing ZPA, the company took advantage of the seamless integration of Okta’s solution with the Zero Trust Exchange. Today, the Zscaler-Okta solution authenticates over 10,000 employee, contractor, and third-party identities and their respective devices before allowing access to more than 500 applications.


“The Zscaler-Okta integration not only helps us secure users, but also helps them have a better user experience,” said Michael Powers, Ciena Director of Identity Management Systems. “Monday morning, I log into my machine, Zscaler verifies me and sends me directly to the Okta single sign-on page for reauthentication. A few clicks and I'm in for the week.”


“Okta with single sign-on replaced the huge hassle and security risk associated with having tons of passwords,” Powers continued. “The addition of Zscaler Private Access made things even easier for users, plus now we’re double protected.”







We knew that moving to the cloud would bring a host of benefits, but the cost benefit was even larger than we initially anticipated. 
- Henry Ku, VP, IT – Head of Infrastructure, Ciena










Faster resolution of user experience issues
After deploying ZIA and ZPA, Ciena rolled out the Zscaler Digital Experience (ZDX) service, which is part of the Zero Trust Exchange. Ciena IT staff uses ZDX to monitor, analyze, troubleshoot, and resolve user experience issues, especially for business-critical applications, such as Okta, Microsoft 365, and internal web services. 


“Since deploying ZDX, we’ve quickly triaged and resolved many cryptic user issues,” said DeGrange. “For example, ZDX showed us that the poor internet speeds experienced by a complaining user coincided with his MacBook repeatedly switching between sleep and wake states. Updating the energy-saving setting solved the problem. Or, another example, we rapidly determined that latency at our Silicon Valley offices was caused by traffic being routed through Dallas.”


“ZDX is now the starting point for all user performance issues at Ciena,” continued DeGrange. “And we can pinpoint the root cause 95% of the time, up from 25% previously. ZDX is a critical service to allow productive work-from-anywhere experiences.”







Fulfilling the CIO’s vision
“IT as a competitive advantage includes things like improving employee engagement, enhancing their experiences, and allowing them to work from anywhere, while also driving innovation and reducing cost,” said CIO Williams. “After we implemented Zscaler, we saw 90%+ adoption of collaboration tools and slashed costs and support tickets by over 50%. Plus, our IT leaders now have a foundation that allows them to be continually focused on reinventing the company.”


“We have done so much strategically to embrace the cloud and mobility and prepare for the future,” continued Williams. “Much of it we couldn’t have done without the investment we’ve made in Zscaler. Our partnership with Zscaler has allowed us to start living out IT’s vision of being a competitive advantage for the business.”













More from this customer









Lessons learned from scaling to 6,500+ remote offices
 Read the Blog


Using ZDX to triage cryptic user experience issues
Watch the Video


Network transformation with SD-WAN and cloud security
Watch the Video


CIO Craig Williams on Ciena’s transformation journey
 Read CXO Journey
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Casos de exito relacionados

AMN Healthcare 
Ver historia de éxito



CSR
Ver historia de éxito



Packaging Corporation of America
Ver historia de éxito



Cox Automotive
Ver historia de éxito
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Todas las historias de clientes








 
LA EXPERIENCIA ZSCALERInfórmese sobre:
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Zscaler es universalmente reconocido como el líder en confianza cero. Aprovechando la mayor nube de seguridad del planeta, Zscaler anticipa, protege y simplifica la experiencia de hacer negocios para las empresas más establecidas del mundo.
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Visítenos en FacebookLinkedinSíganos en TwitterSuscríbase a nuestro canal de YouTube
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